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Chapter 1: Introduction

Introduction to your Router

Thank you for purchasing BiPAC 7800(N) Router. Your new router is an all-in-one unit that
combines an ADSL modem, ADSL2/2+ router and Ethernet network switch to provide everything
you need to get the machines on your network connected to the Internet over an ADSL broadband
connection.

BIPAC 7800(N) router complies with ADSL2+ standards for deployment worldwide and supports
downstream rates of up to 24 Mbps and upstream rates of up to 1 Mbps. Designed for small office,
home office and residential users, the router enables even faster Internet connections. You can
enjoy ADSL services and broadband multimedia applications such as interactive gaming, video
streaming and real-time audio much easier and faster than ever before.

BiPAC 7800(N) supports PPPoA (RFC 2364 — PPP (Point-to-Point Protocol) over ATM Adaptation
Layer 5), RFC 1483 encapsulation over ATM (bridged or routed), PPP over Ethernet (RFC 2516)

to establish a connection with your ISP. Your new router also supports VC-based and LLC-based

multiplexing.

The perfect solution for connecting a small group of PCs to a high-speed broadband Internet
connection, BIPAC 7800(N) allows multiple users to have high-speed Internet access
simultaneously.

Your new router also serves as an Internet firewall, protecting your network from access by
outside users. Not only does it provide a natural firewall function with Network Address Translation
(NAT), it also provides rich firewall features to secure your network. All incoming data packets

are monitored and filtered. You can also configure your new router to block internal users from
accessing the Internet.

BiPAC 7800(N) provides two levels of security support. First, it masks LAN IP addresses making
them invisible to outside users on the Internet, so it is much more difficult for a hacker to target a
machine on your network. Second, it can block and redirect certain ports to limit the services that
outside users can access. To ensure that games and other Internet applications run properly, you
can open specific ports for outside users to access internal services on your network.

The Integrated DHCP (Dynamic Host Control Protocol) client and server services allow multiple
users to get IP addresses automatically when the router boots up. Simply set local machines as
a DHCP client to accept a dynamically assigned IP address from the DHCP server and reboot.
Each time a local machine is powered up; the router recognizes it and assigns an IP address to
instantly connect it to the LAN.

For advanced users, Virtual Service (port mapping) functions allow the product to provide limited
visibility to local machines with specific services for outside users. For instance, a dedicated web
server can be connected to the Internet via the router and then incoming requests for web pages
that are received by the router can be rerouted to your dedicated local web server, even though
the server now has a different IP address.

Virtual Server can also be used to re-task services to multiple servers. For instance, you can set the
router to allow separated FTP, Web, and Multiplayer game servers to share the same Internet-visible
IP address while still protecting the servers and LAN users from hackers.



Features
@ Express Internet Access

The router complies with ADSL worldwide standards. It supports downstream rate up to 12/24
Mbps with ADSL2/2+, 8Mbps with ADSL. Users enjoy not only high-speed ADSL services but also
broadband multimedia applications such as interactive gaming, video streaming and real-time audio
much easier and faster than ever. It is compliant with Multi-Mode standard (ANSI T1.413, Issue 2;
G.dmt (ITU G.992.1); G.lite (ITU G.992.2); G.hs (ITU G994.1); G.dmt.bis (ITU G.992.3); G.dmt.bis.
plus (ITU G.992.5)).

@ EWAN

BiPAC 7800(N) EWAN port provides user an alternative means to connect to Cable Modems, VDSL,
fiber optic lines and PON besides using ADSL for internet connection. If one uses ADSL to connect
to the internet, EWAN can act as the 5th Ethernet port of the LAN. This alternative provides users
with more flexibility & a faster way to get online.

@ Fast Ethernet Switch

A 4-port 1000Mbps fast Ethernet switch is built in with automatic switching between MDI and MDI-X.
An Ethernet straight or crossover cable can be used directly for auto detection.

@ Multi-Protocol to Establish a Connection

It supports PPPOA (RFC 2364 - PPP over ATM Adaptation Layer 5), RFC 1483 encapsulation
over ATM (bridged or routed), PPP over Ethernet (RFC 2516), and IPoA (RFC1577) to establish a
connection with the ISP. The product also supports VC-based and LLC-based multiplexing.

@ PPP over Ethernet (PPPOE)

BiPAC 7800(N) provides an embedded PPPoE client function to establish a connection. You get
greater access speed without changing the operation concept, while sharing the same ISP
account and paying for one access account. No PPPoE client software is required for the local
computer. Automatic Reconnect and Disconnect Timeout (Idle Timer) functions are also provided.

@ Universal Plug and Play (UPnP) and UPnP NAT Traversal

This protocol is used to enable simple and robust connectivity among stand-alone devices and PCs
from many different vendors. It makes network simple and affordable for users. UPnP architecture
leverages TCP/IP and the Web to enable seamless proximity networking in addition to control and
data transfer among networked devices. With this feature enabled, users can now connect to Net
meeting or MSN Messenger seamlessly.

@ Network Address Translation (NAT)

Allows multi-users to access outside resources such as the Internet simultaneously with one IP
address/one Internet access account. Many application layer gateway (ALG) are supported such as
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web browser, ICQ, FTP, Telnet, E-mail, News, Net2phone, Ping, NetMeeting, IP phone and others.

@ Domain Name System (DNS) Relay

It provides an easy way to map the domain name (a friendly name for users such as www.yahoo.
com) and IP address. When a local machine sets its DNS server with this router’s IP address, every
DNS conversion request packet from the PC to this router will be forwarded to the real DNS in the
outside network.

@ Dynamic Domain Name System (DDNS)

The Dynamic DNS service allows you to alias a dynamic IP address to a static hostname. This
dynamic IP address is the WAN IP address. For example, to use the service, you must first apply
for an account from a DDNS service like http://www.dyndns.org/. More than 5 DDNS servers are
supported.

@ Virtual Server

Users can specify some services to be visible from outside users. The router can detect incoming
service requests and forward either a single port or a range of ports to the specific local computer
to handle it. For example, a user can assign a PC in the LAN acting as a WEB server inside and
expose it to the outside network. Outside users can browse inside web servers directly while it is
protected by NAT. A DMZ host setting is also provided to a local computer exposed to the outside
network, Internet.

@ Rich Packet Filtering

Not only filters the packet based on IP address, but also based on Port numbers. It will filter packets
from the Internet and vice versa, in addition to providing a higher level of security control.

@ Dynamic Host Configuration Protocol (DHCP) Client and Server

In the WAN site, the DHCP client can get an IP address from the Internet Service Provider (ISP)
automatically. In the LAN site, the DHCP server can allocate a range of client IP addresses and
distribute them including IP address, subnet mask as well as DNS IP address to local computers. It
provides an easy way to manage the local IP network.

@ 802.11n Wireless AP with WPA Support

With an integrated 802.11n Wireless Access Point in the router, the device delivers up to 6 times
faster speeds and 3 times farther range than an 802.11b/g wireless network. It supports a fast data
transfer rate up to 300Mbps and is fully compatible with 802.11b/11g equipments. The supported
features of Wireless Protected Access (WPA-PSK/ WPA2-PSK) and Wireless Encryption Protocol
(WEP) enhance the security level of data protection and access control via Wireless LAN. The
router also supports Wi-Fi Protected Setup (WPS) that features the establishment of a secured
wireless network. The built-in Wireless Distribution System (WDS) also facilitates the flexibility for
wireless network expansion without the need for any external wires or cables.
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@ Web based GUI

It supports web based GUI for configuration and management. It is user-friendly and comes with on-
line help. It also supports remote management capability for remote users to configure and manage
this product.

@ Firmware Upgradeable

Device can be upgraded to the latest firmware through the WEB based GUI.



Chapter 2: Installing the Router

Important note for using this router

,

Warning

® Do not use this router in a high humidity or high temperature

environment.

Do not apply the same power source for this router to other types of
equipments.

Do not open or repair the case yourself. If the device becomes too

hot, turn it off immediately and have it repaired at a qualified service
center.

® Avoid using this product and all its accessories outdoor.

L

\
@ Place the router on a stable surface.
Only use the power adapter that comes with the package. Using a
Attention different voltage rating power adapter may damage the router.




Package Contents

Power adapter

Quick Start Guide
Splitter / Microfilter (Optional)

CD containing the online manual
RJ-11 ADSL/Telephone cable
Ethernet (RJ-45) cable

BiPAC 7800(N) (802.11n) Dual WAN ADSL2+ Firewall Router

Three 2dBi detachable antennas (Wireless model only)

-
4

ADSL2+ Router

-

Quick Start Guide

CD

Antennas

| |

M S

|

©

M S

-

RJ-45
Ethernet cable

™

RJ-11
Phone cable

Power Adapter
(The type may déffer by different country)
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The Front LEDs

®

Device Description

=90

Wiraless
EWAN  WPS

DSL I'|I=fnul)

—— 1] 1] 11 [T
LED Meaning
Lit orange when WAN port fails to get IP address.
Internet Lit green when WAN port gets IP address.
Lit off when device in bridged mode or ADSL connection not present.
DSL Lit Green when the device is successfully connected to an ADSL
DSLAM. (“line sync™).
Lit green when a wireless connection is established.
Wireless / WPS

(only available for
BiPAC 7800N)

Flash orange when WPS configuration is in progress. However, if
WPS fails the LED will only lit for 1 min before goes off.

Flash green when data is sent / received.

EWAN

Lit orange when connected to a broadband connection device.
Lit orange for 10/100Mbps.
Blinking when data is Transmitted / Received.

Ethernet port

1X 4X
(RJ-45 connector)

Id_it orange when one of LAN ports is connected to an Ethernet
evice.

Lit green when the speed of transmission hits 1000Mbps; Lit orange
when the speed of transmission hits 10/100Mbps.

Blink when data is being Transmitted / Received.

Power

When the device is booting, the green light will lit while the orange
light will flash.

When the system is ready, it will lit green.

Lit orange when the device fails to boot or when the device is in
emergency mode.




The Rear Ports

Port

Meaning

1 | Power Switch

Power ON/OFF switch.

(only for BIiPAC 7800N)

Power Connect it with the supplied power adapter.
3 | RESET Press more than 1 second to restore the device to its default
mode.
WPS

Push WPS button to trigger Wi-Fi Protected Setup function.

5 | Giga Ethernet

Connect to a PC or an office/home network of 10Mbps,
100Mbps or 1000Mbps using the provided RJ-45 Ethernet
cables.

WAN 10/100Mbps Ethernet port (with auto crossover

(BiPAC 7800N only)

6 | EWAN support). Connect to Cable Modem, VDSL, Fiber Modem or
PON optic lines with your RJ-45 cable.
7 | DsL Connect this port to the ADSL/telephone network with the
RJ-11 cable (telephone) provided.
Antenna ,
8 Connect the detachable antenna to this port.




Cabling

One of the most common causes of problem is bad cabling or ADSL line(s). Make sure that all
connected devices are turned on. On the front panel of your router is a bank of LEDs. Verify that the
LAN Link and ADSL line LEDs are lit. If they are not, verify if you are using the proper cables.

Make sure that all devices (e.g. telephones, fax machines, analogue modems) connected to the same
telephone line as your router have a line filter connected between them and the wall outlet (unless
you are using a Central Splitter or Central Filter installed by a qualified and licensed electrician),
and that all line filters are correctly installed in a right way. If line filter is not installed and connected
properly, it may cause problem to your ADSL connection or may result in frequent disconnections.



Chapter 3: Basic Installation

The router can be configured through your web browser. A web browser is included as a standard
application in the following operating systems: Linux, Mac OS, Windows 98/NT/2000/XP/Me/Vista,
etc. The product provides an easy and user-friendly interface for configuration.

Please check your PC network components. The TCP/IP protocol stack and Ethernet network
adapter must be installed. If not, please refer to your Windows-related or other operating system
manuals.

There are ways to connect the router, either through an external repeater hub or connect directly
to your PCs. However, make sure that your PCs have an Ethernet interface installed properly prior
to connecting the router device. You ought to configure your PCs to obtain an IP address through
a DHCP server or a fixed IP address that must be in the same subnet as the router. The default IP
address of the router is 192.168.1.254 and the subnet mask is 255.255.255.0 (i.e. any attached PC
must be in the same subnet, and have an IP address in the range of 192.168.1.1 to 192.168.1.253).
The best and easiest way is to configure the PC to get an IP address automatically from the router
using DHCP. If you encounter any problem accessing the router web interface it is advisable to
uninstall your firewall program on your PCs, as they can cause problems accessing the IP address
of the router. Users should make their own decisions on what is best to protect their network.

Please follow the following steps to configure your PC network environment.

i Ty

” 07&'.' Any TCP/IP capable workstation can be used to communicate with or through this router. To
configure other types of workstations, please consult your manufacturer documentation.
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Connecting Your Router

Users will not be able to connect to the internet through EWAN if DSL is already connected to the
internet. Only one connection type (EWAN or DSL) is allowed to connect to the internet at one
time.

ADSL Router Mode

a B E -
£ E i g mqwlmmmrmwm
ST U TP s np

Broadband Router Mode

Ethemat
Ethesnat Cable
Ethesmiat Cable

m:‘ﬂ:\mwmummﬂmw:
@,,’n‘ = W e C*}.]& 1,%! L[L TIL

Modam
(Cablo, VOSL, Fiber, PON, otc)
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Network Configuration

Configuring PC in Windows Vista

1. Go to Start. Click on Network.

2. Then click on Network and Sharing
Center at the top bar.

3. When the Network and Sharing
Center window pops up, select and
click on Manage network connec-
tions on the left window column.

4. Select the Local Area Connection,
and right click the icon to select
Properties.

T Addaprinter W Add 3 wire|

wark and Shanng Center

This computer is not connected to a network, Click to connect...

Category Workgroup Metwerk location

el a
Name

Favarite Links

E| Documents

E; Pictures

m’ Music

|4 Recently Changed
E Searches

i Public

A

@)s’é « Netwerk and lteret » Netwok 4nd Sharing Center

o | by Bl Coamsn

1 ;
- Network and Sharing Center

' "

‘h x
TESTL-WHQL

{Tha computes)

ot
Inernet
L Not connected

Vou ane currently not connected 1o by networks

Connect to 0 retwork

“Dicable thic network device

=5 Diagnos

Metwork Cate

MName Status Device Mame

Dial-up (2)
= h@ Metwork Extender
e Disconnected
&3 Network Extender SSLVEN A
LANM or High-Speed Internet (1)
!‘! ! Local Area Connection
. H+ Le rnlnl Lesonirnemel

® w7 In Disable

Connectivity

Standalone Metwork Extende
Disconnected

Status

Diagnose
Bridge Connections

Create Shortcut
Delete

Rename

Properties
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5. Select Internet Protocol Version 4

6.

(TCP/IPv4) then click Properties.

In the TCP/IPv4 properties window,
select the Obtain an IP address au-
tomatically and Obtain DNS Server
address automatically radio but-
tons. Then click OK to exit the set-
ting.

Click OK again in the Local Area
Connection Properties window to
apply the new configuration.

[ 2

T — R E 3

T — v -
W Local Area Connection Properties

MNetwarking

Connect using:
Er- Irtel(R) 825650M Gigabit Metwaork Connection

This connection uses the following items:

18 Cliert for Microsaft Networks

Bl 005 Packet Scheduler

.@ File and Printer Sharing for Microsoft Networks

=i |ntemet Protocol Version & (TCP/IPvE)

o Iiemet Protocol Version 4 (TCP/IPv4}

& |ink-Layer Topology Discovery Mapper 170 Driver
<. link-Layer Topology Discovery Responder

Install... |Ininstall Properties

Description

Transmission Control Protocol /Intemet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected netwonks.

| ok || Cance |

il

Internet Protocol Version 4 (TCP/IPvd) Properties @lﬁ

General | Alternate Configuration |

You can get IP settings assigned automatically if your network supparts
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@ Obtain an IP address automatically
(7) Use the following IF address:

(@ Obtain DMS server address automatically

() Use the following DMS server addresses:

Advanced...

[ QK Cancel
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Configuring PC in Windows XP

1. Go to Start > Control Panel (in Classic
View). In the Control Panel, double-click
on Network Connections

2. Double-click Local Area Connection.

3. In the Local Area Connection Status
window, click Properties.

4. Select Internet Protocol (TCP/IP) and
click Properties.

5. Select the Obtain an IP address auto-
matically and the Obtain DNS server
address automatically radio buttons.

6. Click OK to finish the configuration.

B Conirol Panel

4 Local Area Connectien Status = 5]

14

Fluwe sl Poresr Dyt

= O =

Prwdars el Bl wed  Siaiders el
L= Languege .., =]

2 9

e Ak

B Wirdors Update
Wy Hek sl Suppeet

Comrwsral | Cupport

Connection

5 Latus: Cnnmactad

[ RT T A1y = B el

Spmed: 1000 Mbose
Atreily

Sent F{.L Flecaiend

Fachalx 7 [E]

[ Properiss | [ Crizasbile |

Choimer

b Lereal Arara Corsrmns tioen Presgree et o

Genmral | Autherdicstion | Advanced

Corrsst i
R ASLIS T ek Aiasdoom Ak 107 00 Intearsted ©ortrolls

o i
Thin conreschon wees s followng dems

= Clisrit foar Micicenfr bsmsorkos
= File ard Prirker Shairg o Meissol Hetveobos
b Dus Facksd 5ol
=]
| Irustasdl | [ [T ————
Dascrigtion
Tranamizsicn Conbiol ProtocolArsmmet Potocol The defsull
i

waichs miea nslwrork probocol Bt provides o
across deveise inferconmected relveoks

[] S bz vy rusdilic ation area wden conrsscbed

Irntarr e FProoeaol § D) P ro g et e

| Dimrimial | ahsmasts Conbgusstion

“ou oo got I satlings sssigrod autcmaticaly i pour rebsorb suppots
This capatibly. Omivine, o neod o ask poe ook acimedstnsbor o
the aspiopilste I selirgs

a5 Usan an IF addiess aulaimales ey
0 Lles the folicasing I sdcisss

(=1 Ostan DS serval addians auloimabicalb:
€0 Uis the lobovirg DNES sedver addressas

[ suvarcea |
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Configuring PC in Windows 2000

1. Go to Start > Settings > Control Panel. A0

In the Control Panel, double-click on T e Ty ]
) . i LR a oY e
Network and Dial-up Connections. T — 3 om
2. Double-click Local Area Connection. g U ¥, -

Hrtmrl: and Dial-up -omesen
Connections

Lecal e Comnedtion
Ty LA Carvmcian
R Lrabeed

LT Brgiese 440 10100
Pesyated Contriler

3. In the Local Area Connection Status 2l

window click Properties. General |

Conmection
Shalus: Connacted
Cruiratiain: 061626
Gpead 100.0 MBps

Activity

sent — S — Received

Packets 12215 | 109457
Pt | Disable |

Il I

sl |

Lase aal Mrazss Cosnaniass Lo Prospser s

4. Select Internet Protocol (TCP/IP) and e
click Properties. Corwmon ising:

| Y ASUST o Droadoon 440s 10700 |ntogratod Conkrolan

Crwrgstierds chweokad sem e B iPes coniecd ey

=] L Clierl for BAGrOmalt Fets s
=] 2™ Fils sl Prictess 5 haring fos Mectosalt Mevwsokos
-

Iratan | Lirurustan | Frromition |

Dremacaipeion
Tesrminnicr Coadrnl B ol ool rdserest Protoool T Fes ol s
wricho aema retveorh rotocol el prosides corrrrariealon
e T [ oot

L) T oo i Eark b selhen corse ke

5. Select the Obtain an IP address auto- nternet Protocol (TCP/IR) Froperties T
matically and the Obtain DNS server el

) . ‘r’-:m l.:m Plllulhﬂqlaulﬂn-d ﬁmﬁ-ﬁi:ﬁm imt;'
address automatically radio buttons. thes acpecpiate P et siips
A . ) A = Clltain an 17 sddress sutomaibicaell:
6. Click OK to finish the configuration. e A et
P adi e ——
Bt T i |—
TS bt o erppn |—
T Dbtain DMNS seivei addiess sutomaticaly
T Uas the lolloving DMS servel addissssn
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Configuring PC in Windows 95/98/Me

1. Go to Start > Settings > Control Panel.
In the Control Panel, double-click on
Network and choose the Configuration
tab.

2. Select TCP/IP > NE2000 Compatible,
or the name of your Network Interface
Card (NIC) in your PC.

3. Select the Obtain an IP address auto-
matically radio button.

4. Then select the DNS Configurationtab.

5. Select the Disable DNS radio button
and click OK to finish the configuration.
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Configuring PC in Windows NT4.0

1. Go to Start > Settings > Control Panel.
In the Control Panel, double-click on
Network and choose the Protocols tab.

2. Select TCP/IP Protocol and click Prop-
erties.

3. Select the Obtain an IP address from
a DHCP server radio button and click
OK.
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Factory Default Settings

Before configuring your router, you need to know the following default settings.

Web Interface (Username and Password)

B Username: admin
= Password: admin
The default username and password are “admin” and “admin” respectively.

@ If you have forgotten your username or password for the router, you can restore your device
. to its default setting by pressing the Reset button for more than 1 second.
Attention

Device LAN IP settings
> |IP Address: 192.168.1.254
P Subnet Mask: 255.255.255.0
ISP setting in WAN site
» PPPOE

DHCP server

k= DHCP server is enabled.
Bk Start IP Address: 192.168.1.100
P IP pool counts: 100

LAN and WAN Port Addresses

The parameters of LAN and WAN ports are pre-set in the factory. The default values are shown in
the tale.

LAN Port WAN Port
IP address 192.168.1.254 o
Subnet Mask 255.255.255.0 ggngeF:th%EaLL{g%gtri]cglly get
DHCP server function ir)]g?llfddd — the WAN port configuration
addresses continuing
IP addresses for from 192.168.1.100 through from the ISP.
192.168.1.199

18



Information from your ISP

Before configuring this device, you have to check with your ISP (Internet Service Provider) to find
out what kind of service is provided such as DHCP (Obtain an IP Address Automatically, Static IP
(Fixed IP Address) or PPPOE.

Gather the information as illustrated in the following table and keep it for reference.

VPI/VCI, VC /| LLC-based multiplexing, Username, Password, Service
PPPOE(RFC2516) | Name, and Domain Name System (DNS) IP address (it can be
automatically assigned by your ISP when you connect or be set manually).

VPI/VCI, VC / LLC-based multiplexing, Username, Password and
PPPoA(RFC2364) | Domain Name System (DNS) IP address (it can be automatically
assigned by your ISP when you connect or be set manually).

VPI/VCI, VC / LLC-based multiplexing, IP address, Subnet mask,
II\?/IESQE(EZ)CMSB/ Gateway address, and Domain Name System (DNS) IP address (it is a
fixed IP address).

VPI/VCI, VC / LLC-based multiplexing, IP address, Subnet mask,
IPOA(RFC1577) Gateway address, and Domain Name System (DNS) IP address (it is a
fixed IP address).

Pure Bridge VPI/VCI, VC / LLC-based multiplexing to use Bridged Mode.
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Chapter 4: Configuration

To easily configure this device for internet access, you must have IE 5.0 / Netscape 4.5 or above
installed on your computer. There are basically 2 ways to configure your router before you are able
to connect to the internet: Easy Sign-On & Web Interface. Configuration of each method will be
discussed in detail in the following sections.

Easy Sign-On (EZSO)

This special feature makes it easier for you to configure your router so that you can connect to the
internet in a matter of seconds without having to logon to the router GUI for any detail configuration.
This configuration method is usually auto initiated if user is to connect to the internet via Billion's
router for the first time.

After setting up the router with all the appropriate cables plugged-in, open up your IE browser, the
EZSO WEB GUI will automatically pop up and request that you enter some basic information that
you have obtained from your ISP. By following the instructions given carefully and through the
information you provide, the router will be configured in no time and you will find yourself surfing
the internet sooner than you realize.

Follow the Easy Sign-On configuration wizard to complete the basic network configuration.

1. Connect your router with all the appropriate cables. Then, load your IE / netscape browser.

2. When the EZSO configuration wizard pops up, select the connect mode which you want to set
up and then click continue.

IEas'_.- Sign On A Q’t‘h .

* WAN Port  (WAN = Wireless)
Select VAN Port

Connect Mode |ADSL % | (Current Main Port ADSL)
Protocol PPPoE

VPIIVCI 8135

Username username

IP Address Obtain an IP Address Automatically

Continue ] [ Jump to Wireless setting ] [ Done ]
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3. Please enter all the information in the blanks provided and then click continue.

IEas',' Sign On A Q‘c \‘ .

> WAN Port (WAN = Wireless

Select protocol

Protocol -F'F'F'DE (RFCZ2516, PPP over Ethernet) v
VPI/VCI 0 Jja3

Username :_t_E|E|83_328_

Password [ss0snese

Senvice Name

Encapsulation method | LLCJ’SNAF‘-EIRIDGING v

Authentication Protocol [ Auto ~
IP Address 10000 | 10.0.0.0° means 'Obtain an IP address automatically’)
WTU 1402 |

4. The device will reboot and then load the new configuration.

IEas',' Sign On L“'\t‘ .

~* Restart
Since settings are changed, the router will reboot to make the changes take effect! Please wait for seconds.

total . A%

5. If all information provided is valid and the device successfully connects to WAN, a dialog box
will appear to signify the completion of the WAN port setup. At this point you can either click
Done to finish the EZSO configuration or you can click Next to wireless to proceed to the wire-
less configuration if you have.

I Easy Sign On

TIWAN Port (WAN = Wireless )

Congratulations !

Your WAN port has been successiully configured.

[ Mexttowireless | [Done |

6. However, if any error occurs during device configuration that results in WAN connection failure,
the system will prompt that the setup has failed.

Easy Sign On “\{ .
I . A o

* WAN Port
Faill!

VWAN port setting is not successiul (authentication fail}, you can do this procedure again.
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7. Select Enable and enter the necessary information in the blanks provided for the Wireless LAN

setting (wireless setting is only available for BIiPAC 7800N) if you would like to use this feature
and then click Continue.

IEas:.' Sign On L“}E .

*Wireless [ WAMN = Wireless)

Set Wireless configuration.

WLAN Service & Enable O Disable

ESSID \wian-ap

Channel ID [Channel 1(2412CGHz) v
Security Mode Disable 2

8. The system will save your new configuration and complete the setup. You can test the con-

nection by clicking on the URL link provided. If the setup is successful you will be redirected to
website.

IEasy Sign On 1“‘\6 .

~ Process finished
Success.
The Easy-Sign-0On process is finished. Your device has been successfully configured.

You can now:

1. Log onto the router management interface for more advanced settings on 192 1658 1 254
2. Continue to tw.yahoo.comfindex html
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Configuration via Web Interface

Open your web browser, enter the IP address of your router, which by default is 192.168.1.254, and
click “Go”, a login window prompt will appear. The default username and password are “admin” and

“admin” respectively.

=
BiPAC F300M

Ilser name:

Password:

Connect to 192.168.1.254

[ |remember my password

Lo ||

Cancel

]

Congratulations! You are now successfully logon to the Firewall Router!

If the authentication succeeds, the homepage “Device Info - Summary” will appear on the screen.

IStatus

*Device information

Madel Kame BiFAC TEO0M

System Up-Time 21 min{s)

Hardware Version ARnexA

Software Version 1.02.de7

~WAN

Port» Protocol VPINVCI Operation

ADSL FPFOoE 8135

Connection
Link Down

*Port Status

Ethernet
ADSL
EAN
Wireless e

IP Adidress
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Quick Start
I{)uick Start 1m€ .

*WAN Port  (WAN = Wirgless)

Select WAN Port

Connect Mode ADSL | (Current Main Port ADSL)
Protocol PPPOE

WRIIWCI 8135

Lzername Lsername

IP Address Qbtain an [P Address Automatically

[ continue || JumptoWireless seting |

Step 1: Select WAN port connect mode from the connect mode drop down menu. There are two
types of connect mode to choose from: ADSL or EWAN

I-Dui-:k Start \ W\E .

T WAN Port  (WAN = YWireless)

Select protocol

FProtocaol ' PF‘F’UE (RFC‘251 f, F'F'F' over Etherne."[) v'
YRV 8 134
Lsername username

FPassward [TTTTTY

Senice Mame

Encapsulation method LLCISMAP-BRIDGING

Authentication Frotocol -Autn »

IP Address 0.00.0 [ 0.0.0.0' means 'Ohtain an 1P address autornatically)
WU 1292 |

Step 2: After selecting the connect mode, press Continue to move on to the next configuring page.
There are 5 types of connection protocols available under ADSL connect mode while there are 3
types of connection protocols available for EWAN connect mode. Each type of connection mode
is described in the following sections of ADSL Connect mode and EWAN Connect mode.
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Step 3: After finishing configuring the WAN port connection, click Continue to proceed. The system
will upload and apply the new WAN port configuration to the device.

IOui-:k Start A “}g .

~*Restart

Since settings are changed, the router will reboot to make the changes take effect! Please wail for seconds.
total I 2%

Step 4: After the configuration is successful, you may proceed to configure the Wireless setting.
There are 4 types of security mode: WPA, WPA2, WPA/WPA2 Preshared Key & WEP. Please refer
to the Wireless Setting Mode section for detail description of each security mode.

IDuick Start \ ““\E! .

*Wireless (WARN = Wireless)
Set Wireless configuration.

YWLAN Service @ Enable O Disabled

EESID _Wlan-ap
Channel ID [Channel 1 (2412 GH) |

Security Maode

Step 5: After finishing configuring the WLAN setting, press Continue to finish the QuickStart.

IConﬁuuraﬁon \ “}ch .

"Restart

Since settings are changed, the router will reboot to make the changes take effect! Please wait for seconds.
Total ; I 2%
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ADSL Connect Mode

For ADSL connect mode there are 5 types of connection protocols: PPPoE, PPPoA, IPOA, MPoA
and Pure Bridge.

PPPOE

I-:)ui-:k Start u\t .
i =

¥ WAN Port (WAN = YWireless)
Select protocol

Frotocol ' PF'F'UE (RFCESi E F'F'F' aver Etherng-'.[) v
VPV .B ,r:35

Usermame USernarme

Password sesans

Semice Mame

Encapsulation method LLCISMAP-BRIDGING %

Authentication Protocol -Autu b

IP Address 0.0.0.0 [(0.0.0.0" rmeans 'Obtain an IP address automatically)
WTU 1492

VPI/VCI: Enter the information provided by your ISP.

Username: Enter the username provided by your ISP. You can input up to 256 alphanumeric
characters (case sensitive).

Password: Enter the password provided by your ISP. You can input up to 32 alphanumeric
characters (case sensitive).

Service Name: This item is for identification purposes. If it is required, your ISP will provide you
the necessary information. Maximum input is 32 alphanumeric characters.

Encapsulation method: Select the encapsulation format. Select the one provided by your ISP.

Authentication method: Default is Auto. Please consult your ISP on whether to use Chap, Pap or
MSCHAP.

IP Address: Your WAN IP address. Leave the IP address as 0.0.0.0 to enable the device to
automatically obtain an IP address from your ISP.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.
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PPPOA

IOuick Start \ w\c& .

* WAN Port  (WAN = Wireless)

Select protocol

PrDTDCDI

WP IV _8 135

Lsernarne username

Fassword [TTTTT]

Encapsulation method WML _ v

Authentication Protocol Auto w

IP Address 0.0.0.0 | (0.0.0.0 rmeans 'Obtain an 1P address autom atically)
MTL _'l 492

VPI/VCI: Enter the information provided by your ISP.

Username: Enter the username provided by your ISP. You can input up to 256 alphanumeric
characters (case sensitive).

Password: Enter the password provided by your ISP. You can input up to 32 alphanumeric
characters (case sensitive).

Encapsulation method: Select the encapsulation format. Select the one provided by your ISP.

Authentication method: Default is Auto. Please consult your ISP on whether to use Chap, Pap or
MSCHAP.

IP Address: Your WAN IP address. Leave the IP address as 0.0.0.0 to enable the device to
automatically obtain an IP address from your ISP.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.
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IPOA Connection

IOuick Start A “% !

T WAN Port  (WAN = YWireless)
Select protocol

Protocal

YR yC| B M5 ]
Encapsulation method I__LCISNAF'—ROUTING_ v
IP Address [0.0.0.0 :
Metmask -

Gateway

VPI/VCI: Enter the VPI and VCI information provided by your ISP.

Encapsulation method: Select the encapsulation format. Select the one provided by your ISP.

IP Address: IPOA WAN IP address can only set fixed IP address.

Netmask: User can change it to others such as 255.255.255.128. Type the netmask assigned to
you by your ISP (if given).

Gateway: Enter the IP address of the default gateway.
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MPoA Connection

I'Dui-:k Start 1“‘}; !

* WAN Port (WAN = Wireless)
Select Protocol

Frotocol ” lrn:l:l ru::

WPV E [EC

Encapsulation method LLC_J‘éNAF'EIRIDGTNG _v
10.0.0.0 i
('0.0.0.0'means "Ohtain an IP address automatically?
Metrmask |

IP Address

Gateway .. |

VPI/VCI: Enter the VPI and VCI information provided by your ISP.
Encapsulation method: Select the encapsulation format. Select the one provided by your ISP.

IP Address: Your WAN IP address. If the IP is set to 0.0.0.0 (auto IP detect), both netmask and
gateway may be left blank.

Netmask: User can change it to others such as 255.255.255.128. Type the netmask assigned to
you by your ISP (if given).

Gateway: Enter the IP address of the default gateway.

Pure Bridge connection

I'Duick Start 1“_"&[& .

* WAN Port (WAN = Wiraless)

Select Protocol

- _w
WPI YO E i |

Encapsulation method _LLCIS_NP:PEIRIDGIN_G_V

VPI/VCI: Enter the VPI and VCI information provided by your ISP.

Encapsulation method: Select the encapsulation format. Select the one provided by your ISP.
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EWAN Connect Mode

PPPoE connection

IOuick Start u\t .
i -

T WAN Port  (WAN = Wireless)

Select protocol

Protocol FFFPoE v
Username username
FPassword TII11]

Sermice MName

IF Address 0.0.0.0 '0.0.0.0' means 'Obtain an IP address automatically?y

Authentication Protocol Auto “
WL 1482 |
Continue

Username: Enter the username provided by your ISP. You can input up to 256 alphanumeric
characters (case sensitive).

Password: Enter the password provided by your ISP. You can input up to 32 alphanumeric
characters (case sensitive).

Service Name: This item is for identification purposes. If it is required, your ISP will provide you
the necessary information. Maximum input is 32 alphanumeric characters.

IP Address: Enter your fixed IP address.

Authentication Protocol: Default is Auto. Please consult your ISP on whether to use Chap, Pap
or MSCHAP.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.
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Obtain an IP Address Automatically

Select this protocol enables the device to automatically retrieve IP address.

IDuick Start L“‘%— .

T WANPort  (WAN = YWiraless)
Select Protocol

Protacol

Fixed IP Address

Ii]-uich' Start i‘\é‘ .

* WAN Port  (WAN = YWireless)

Select Protocol

Protocal

IP Address | |

Metrnask | |

Gateway | |

IP Address: Enter your fixed IP address.

Netmask: User can change it to others such as 255.255.255.128. Type the netmask assigned to
you by your ISP (if given).

Gateway: Enter the IP address of the default gateway.
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Wireless Setting Mode (only for BiPAC 7800N)
WPA /| WPA2 | WPA/WPA?2 Pre-shared Key

WPA and WPAZ2 pre-shared keys are an authentication mechanism in which users provide some
form of credentials to verify that they should be allowed access to a network. This requires a
single password entered into each WLAN node (Access Points, Wireless Routers, client adapters,
bridges). As long as the passwords match, a client will be granted access to a WLAN.

Ii}uith Stan \ i\\. .
i _—

TWireless (VAR = Wireless)

Set Wireless configuration.

WLAN Service @ Enable O Disakle

ESSID _W_Ian—ap

Channel 1D Channel 1 (2412 GHz) w
Security Mode [WPA Pre hared Kev |03

WWRA Shared Key

WLAN Service: Default setting is set to Enable. If you want to use wireless, you can select
Enable.

ESSID: The ESSID is the unigue name of a wireless access point (AP) used to distinguish one
from another. For security propose, change to a unique ID name which is already built into the
router wireless interface. It is case sensitive and must not exceed 32 characters. Make sure your
wireless clients have exactly the ESSID as the device in order to connect to your network.

Channel ID: Select the channel ID that you would like to use.

Security Mode: You can disable or enable with WPA or WEP to protect wireless network. The
default mode of wireless security is Disable.

WPA Shared Key: The key for network authentication. The input format is in character style and
key size should be in the range between 8 and 63 characters.

32



WEP

IDuick Start “‘\E .
a ——

*Wireless (AR = Wireless)

Set Wireless configuration.

WLAN Service ®Enable O Disahled

ESSID wlan-ap =
Channel D Channel 1 (2.412 GHz) |
Security Mode v
Default Used WEP Key ®1 02 Oz O4

Key .

WWER B4 - Hex; 10 Hex codes, (1~8, a~f, A~F), EX. 113a22cc33.

WWEFR B4 - ASCIL 5 ASCI characters are reguired. Insert your YWEP key manually. EX: 1a3eh,

WWER 128 - Hew, 26 Hex codes, (1~9, a~f, A~F). EX. 112a22cc33ddddeebseffedst

WWEP 128- ABCIHE 13 ASCIH characters are reguired. Insert vour WEP key manually, BEx: 1a3e?dhd3ert

WLAN Service: Default setting is set to Enable. If you want to use wireless, you can select
Enable.

ESSID: The ESSID is the uniqgue name of a wireless access point (AP) used to distinguish one
from another. For security propose, change to a unique ID name which is already built into the
router wireless interface. It is case sensitive and must not exceed 32 characters. Make sure your
wireless clients have exactly the ESSID as the device in order to connect to your network.

Channel ID: Select the channel ID that you would like to use.

Security Mode: You can disable or enable with WPA or WEP to protect wireless network. The
default mode of wireless security is Disable.

Default Used WEP Key: Select the encryption key ID; please refer to Key (1~4) below.

Key (1-4): Enter the key to encrypt wireless data. To allow encrypted data transmission, the WEP
Encryption Key values on all wireless stations must be the same as the router. There are four keys
for your selection. The input format can either be HEX style or ASCII format, 10 and 26 HEX codes
or 5 and 13 ASCII codes are required for WEP64 and WEP128 respectively.
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Status (Basic Mode)
IStatus

*Device Information

Model Mame BiPAC T800M

Systermn Up-Time 1 Houris) 13 minis)

Hardware Yersion AnnexA

Software Version 1.02b.RC3

*WAN

Port * Protocol VPINCI Operation Connection
ADSL FPFOE 8/35 Link Dowen
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Ethernet
ADSL
EWiran
Wirgless ¥

IP Address

LR K

Netmask

Gateway

Primary DNS



Cofiguration (Basic Mode)

A WAN (Wide Area Network) is an outside connection to another network or the Internet.

WAN — Main Port (ADSL)
PPPoE Connection (ADSL)

PPPoE (PPP over Ethernet) provides access control in a manner similar to dial-up services using
PPP.

IConﬁuulmiou \ “}E .

*WAN Port
WAN Connection

Main Part ADSL % | (Current Main Port : ADSLY
Parameters

Pratocol PPCOE(RFC2S1E PRBaverEtnemmel i
WPV 8 135

Lsernarme usermame

FPassword [essase

Serice Name

Encap. method LLCIEMAP-BRIDGIN G v'

Auth. Protacol | Auto v
IP Address 0.0.0.0 [ (0.0.0.0 reans 'Obtain an IP address automatically’
MTL 1492

VPI/VCI: Enter the information provided by your ISP.

Username: Enter the username provided by your ISP. You can input up to 256 alphanumeric
characters (case sensitive).

Password: Enter the password provided by your ISP. You can input up to 32 alphanumeric
characters (case sensitive).

Service Name: This item is for identification purposes. If it is required, your ISP will provide you
the necessary information. Maximum input is 32 alphanumeric characters.

Encap. method: Select the encapsulation format. Select the one provided by your ISP.

Auth. Protocol: Default is Auto. Please consult your ISP on whether to use Chap, Pap or
MSCHAP.

IP Address(0.0.0.0:Auto): Your WAN IP address. Leave this at 0.0.0.0 to obtain automatically an
IP address from your ISP.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.
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PPPoA Connection (ADSL)

PPPOA stands for Point to Point Protocol over ATM Adaptation Layer 5 (AALS). It provides access
control and billing functionality in a manner similar to dial-up services using PPP.

ICowﬁuurmion \ “\}E .

TWAN Port

WAN Connection

Main Port (ADSL v (Current Main Part; ADSL)
Parameters

Protocal FPFPoA (RFC2364, FEP over AALS)
YR 8 s |

Usernarme USErnarme

FPassword [P

Encap. method lVC_{MLlJ}{ |

Auth. Protocal Puto |

IP Address 0.0.0.0 | "0.0.0.0' means 'Obtain an IP address automaticallyy
ML 1492

VPI/VCI: Enter the information provided by your ISP.

Username: Enter the username provided by your ISP. You can input up to 256 alphanumeric
characters (case sensitive).

Password: Enter the password provided by your ISP. You can input up to 32 alphanumeric
characters (case sensitive).

Encap. method: Select the encapsulation format. Select the one provided by your ISP.

Auth. Protocol: Default is Auto. Please consult your ISP on whether to use Chap, Pap or
MSCHAP.

IP Address(0.0.0.0:Auto): Your WAN IP address. Leave the IP address as 0.0.0.0 to enable the
device to automatically obtain an IP address from your ISP.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.
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MPoA Connection (ADSL)

Iiimlfiuul ation iwc‘ .

TWAN Port

WAN Connection

Main Port (ADSL % | (Current Main Port; ADSL)
Parameters

Frotocol

L PR

Encap. methad [ LLC/SMAP-BRIDGING + |

IP Address [0.0.0.0 {'0.0.0.0' means 'Obtain an IP address automatically)

Metmask

Gateway

VPI/VCI: Enter the VPI and VCI information provided by your ISP.
Encap. method: Select the encapsulation format. Select the one provided by your ISP.

IP Address: Your WAN IP address. If the IP is set to 0.0.0.0 (auto IP detect), both netmask and
gateway may be left blank.

Netmask: User can change it to others such as 255.255.255.128. Type the netmask assigned to
you by your ISP (if given).

Gateway: Enter the IP address of the default gateway.
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IPOA Connections (ADSL)

I Configuration

TWAN Port

WAN Connection
Main Fort
Parameters
Protocol

VRIVC

Encap. method
IP Address
Metmask

Gateway

: PoA ( BFC

(ADSL % | (Gurrent Main Port : ADSLY

it
£
157 il

D RS M e

8 135
| LLG/ENAP-ROUTING v |

0.0.0.0

VPI/VCI: Enter the VPI and VCI information provided by your ISP.

N N

Encap. method: Select the encapsulation format. Select the one provided by your ISP.

IP Address: Enter your fixed IP address.

Netmask: User can change it to others such as 255.255.255.128. Type the netmask assigned to

you by your ISP (if given).

Gateway: Enter the IP address of the default gateway.
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Pure Bridge Connections (ADSL)

Iiloufiujm ation i‘%

*WAHN Port
WAN Connection
Main FPort

Parameters

Frotocol F'urE Bridge
e |
YR (] E 435
Encap. method |LLCISNAF’—EIRIDGING vi
Apply

VPI/VCI: Enter the VPI and VCI information provided by your ISP.

Encap. method: Select the encapsulation format. Select the one provided by your ISP.

39



WAN — Main Port (EWAN)

Besides using ADSL to get connected to the Internet, EWAN port of BiPAC 7800(N) can be used
as an alternative to connect to Cable Modems, VDSL and fiber optic lines. This alternative not only
provides faster connection to the Internet, it also provides users with more flexibility to get online.

PPPOE (EWAN)

I{fonfigul ation \ i\‘u .
i :

TWAN Port

WAN Connection

Main Port ' EVVAN IR ' fCurrent Main Part; ADSL)
Parameters

Protocol PPFPoE ~|
Usermame usernams

Fassword [TTYT Y]

Serice Name

Auth. Protocol _Autu hd

IP Address 0.0.0.0 | '0.0.0.0' means 'Ohtain an IF address automatically)
MTL 1492

(#eoly]

Username: Enter the username provided by your ISP. You can input up to 256 alphanumeric
characters (case sensitive).

Password: Enter the password provided by your ISP. You can input up to 32 alphanumeric
characters (case sensitive).

Service Name: This item is for identification purposes. If it is required, your ISP will provide you
the necessary information. Maximum input is 32 alphanumeric characters.

Auth. Protocol: Default is Auto. Please consult your ISP on whether to use Chap, Pap or
MSCHAP.

IP Address: Enter your fixed IP address.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.
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Obtain IP Address Automatically (EWAN)

Select this protocol enables the device to automatically retrieve IP address.

Ii:nnfium ation i“‘% .

*WAHN Port
WAHN Connection

Main Port (EWAN ~ | (Current Main Port ADSL)
Parameters

Frotocol

Fixed IP Address (EWAN)

ICOIIﬁ'JIII ation i“!kt‘! !

*WAN Pont
WAN Connection

Main Part |EWAN % | (Current Main Port: ADSL)
Parameters

Protocal |
P Address | |

Metrnask | |

Gatewsay I I
IP Address: Enter your fixed IP address.

Netmask: User can change it to others such as 255.255.255.128. Type the netmask assigned to
you by your ISP (if given).

Gateway: Enter the IP address of the default gateway.
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WLAN (only for BiPAC 7800N)

WPA / WPA2 | WPA/WPA2 Pre-Shared Key

Ii:ﬂllfhjlll ation j uf—t .
L -

WLAN

Wireless Parameters

WLAN Service @ Enable O Disable
ESSID 123456

Hide ESSID (O Enable (& Disable
Regulation Domain M.America 5|

Channel ID Channel 1 {2 412 GHz) | |

Security Parameters
Security Mode

P A Pre-Shared Key
VWPA Shared Key

Group Key Renewal |3600 seconds

Wireless Parameters
WLAN Service: Default setting is set to Enable. If you do not have any wireless, select Disable.

ESSID: The ESSID is the uniqgue name of a wireless access point (AP) used to distinguish one
from another. For security propose, change to a unique ID name which is already built into the
router wireless interface. It is case sensitive and must not exceed 32 characters. Make sure your
wireless clients have exactly the ESSID as the device in order to connect to your network.

Hide ESSID: This function enables the router to become invisible on the network. Thus, any
clients using the wireless setting to search for available or specific router on the network will not
be able to discover the router whose Hide ESSID function is set to enabled. The default setting is
disabled.

Regulation Domain: There are seven Regulation Domains for you to choose from, including
North America (N.America), Europe, France, etc. The Channel ID will be different based on this
setting.

Channel ID: Select the wireless connection channel ID that you would like to use.

Note: Wireless performance may degrade if the selected channel ID is already being occupied
by other AP(s).

Security Parameters

Security Mode: You can disable or enable with WPA or WEP to protect wireless network. The
default mode of wireless security is Disable.

WPA Shared Key: The key for network authentication. The input format is in character style and
key size should be in the range between 8 and 63 characters.

Group Key Renewal: The period of renewal time for changing the security key automatically
between wireless client and Access Point (AP). Default value is 3600 seconds.
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WEP

I Configuration “\t‘ .
i ——

TWLAN

Wireless Parameters

WILAN Service @ Enable O Disahle

ESSID 1234586

Hide ESSID (O Enable (& Disahle

Regulation Domain N._Amgr_ica »

Channel ID 'Channel1(2.41zGHz) L

Security Parameters

Security Mode I

WEPR Authentication Open System » |

Default Used WEP Key ®1 O2 O3 O4

Passphrase{Generate Kay) ' | [ WEPE4 ][ WEP128
ey 1 Hex v.-_ |
ey 2 _He.g v_-

Key 3 :_Hex v

Key 4 .Héx -

WER B4 - Hex: 10 Hex codes, (1~8, a~f, A~F). EX. 113a22cc33.

WWER B4 - ASCIE 5 ABCI characters are required. Insert your WEFR key manually. EX: 1a3eh

WWEP 128 - Hex: 26 Hex caodes, {1~9, a~f A~F). EX. 11aa22cc33ddddesssefffedaf

WEP 128 - ASCIEE 13 ASCIl characters are required. Insert your WEP Key manually. EX: 1a3e?dhd3ert

Parameters

WLAN Service: Default setting is set to Enable. If you do not have any wireless, select Disable.

ESSID: The ESSID is the unigue name of a wireless access point (AP) used to distinguish one
from another. For security propose, change to a unique ID name which is already built into the
router wireless interface. It is case sensitive and must not exceed 32 characters. Make sure your
wireless clients have exactly the ESSID as the device in order to connect to your network.

Hide ESSID: This function enables the router to become invisible on the network. Thus, any
clients using the wireless setting to search for available or specific router on the network will not
be able to discover the router whose Hide ESSID function is set to enabled. The default setting is
disabled.

Regulation Domain: There are seven Regulation Domains for you to choose from, including
North America (N.America), Europe, France, etc. The Channel ID will be different based on this
setting.

Channel ID: Select the wireless connection channel ID that you would like to use.

Note: Wireless performance may degrade if the selected channel ID is already being occupied
by other AP(s).

Security Parameters

Security Mode: You can disable or enable with WPA or WEP to protect wireless network. The
default mode of wireless security is Disable.
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WEP Authentication: To prevent an unauthorized wireless station from accessing the data
transmitted over the network, the router offers a secure data encryption, known as WEP. There are
3 options to select from: Open System, Shared key or both.

Default Used WEP Key: Select the encryption key ID; please refer to Key (1~4) below.

Passphrase: This is used to generate WEP keys automatically based upon the input string and a
pre-defined algorithm in WEP64 or WEP128.

Key (1-4): Enter the key to encrypt wireless data. To allow encrypted data transmission, the WEP
Encryption Key values on all wireless stations must be the same as the router. There are four keys
for your selection. The input format can be either HEX style or ASCII format, 10 and 26 HEX codes
or 5 and 13 ASCII codes are required for WEP64 and WEP128 respectively.
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Status (Advanced Mode)

IStatus
*Device Information
Model Mame BiPAC 7800M
Haost Mame # haorme. dateway
Systern Up-Time 41 minis)
Current Tirme » SatJan 1 00:41:18 2000
Hardware Yersion Annex A
Software Yersion 1.02h.RC3
MAC Address 00:04:ed:78:00:d8
*WAN
Port » Protocol VPINCI Operation Connection
ADSL Y PFPPOE 8i35 Link Do
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*Port Status

Ethernet
ADSL ¥
EWAR
Wirgless ¥

IP Address

LXK

Netmask

Gateway

Primary DNS



ADSL

I Status W‘E
i

T ADSL Status

Parameters

DSP Firmmware Yersion AZpB0Z220.d20h
DMT Status Link Doty

Operational Mode®

Lpstream 0 khps
Downstream 0 kbps
SMRE MargindJpstrearm) MiA (ADSL is not LIFY
SMR Margin{Down stream) MiA (ADSL is not LIFY
Line Attenuation{Upstream) MiA (ADSL is not LIFY
Line Attenuation{Downstrearn) MiA (ADSL is not LIFY

DSP Firmware Version: DSP code version.

DMT Status: Current DMT Status.

Operational Mode: Display the ADSL state when the connect mode is set to AUTO.
Upstream: Upstream rate.

Downstream: Downstream rate.

SNR Margin (Upstream): This shows the SNR margin for upstream rate.

SNR Margin (Downstream): This shows the SNR margin for downstream rate.
Line Attenuation (Upstream): This is attenuation of signal in upstream.

Line Attenuation (Downstream): This is attenuation of signal in downstream.
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ARP

This table stores mapping information that the device uses to find the Layer 2 Media Access
Control (MAC) address that corresponds to the Layer 3 IP address of the device via the Address
Resolution Protocol (ARP) feature.

I Status u\t- .
i =

T ARP Table

Wired & Wireless

IP Address MAC Address Interface Static ARP
192.168.1.99 00:05:50:71.92:68 LAN Ia

IP Address: Shows the IP Address of the device that the MAC address maps to.

MAC Address: Shows the MAC address that is corresponded to the IP address of the device it is
mapped to.

Interface: The interface name (on the router) that this IP address connects to.

Static ARP: Shows the status of static ARP.

DHCP
IStmus A W\E .

*DHCP Table
Leased Table

IF Address ¥ mAC Address Client Host Mame Register Infarmation
192168.1.100 00:21:50A7.06:64 Remains 35
192168.1.101 00:05:5D:71:92.68 chris-Tedc197a4 Remains 23.59:47

IP Address: This is the IP address that is assigned to the host with this MAC address.
MAC Address: The MAC Address of internal dhcp client host.
Client Host Name: The Host Name of internal dhcp client.

Register Information: Shows the information provided during registration.
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System Log

Display all the system logs that have been recorded up to the present time.

ISlmus

¥ System Log

Current Time : Sat Jan 1 08:15:05 2000

)

=

Jan 1 00:00:27
Jan 1 00:00:27
16.32:44

Jan 1 00:00:27
Jan 1 00:00:28
Jan 1 00:00:28
Jan 1 00:00:28
Jan 1 00:00:28
Jan 1 00:00:28
Jan 1 00:00:28
Jan 1 00:00:28
Jan 1 00:00:28
Jan 1 00:00:28
Jan 1 00:00:28
Jan 1 00:00:28
Jan 1 00:00:28
Jan 1 00:00:28
Jan 1 00:00:28
Jan 1 00:00:28
Jan 1 00:00:28

[ Refrech ]

LISer
LISer

LISer
LISer
LISer
LISer
LISer
LISer
LISer
LISer
LISer
LISer
LISer
LISer
LISer
LISer
LISer
LISer
LISer

kernel;
kernel:

kernel;
kernel;
kernel;
kernel;
kernel;
kernel;
kernel;
kernel;
kernel;
kernel;
kernel;
kernel;
kernel;
kernel;
kernel;
kernel;
kernel;

ethl: MAC Address: 00:04:ED:73:01:00
Broadcom BCMESS8AT1 Ethernet Network Device w0.3 Now 20 2008

Config Ethernet Switch Through MDIO Pseudo PHY Interface
ethsw found bcm5395!

dgasp: kersysRegisterDyingGaspHandler: ethl registered

eth1: MAC Address: 00:04:ED:75:01:00

2880 _iNIC: falsely claims to have parameter bridge

RET2880 iNIC: 802.11n WLANM PCI driver w1.1.7.0 (Feb 15, 2008)
RT2880 iNIC: poi dev 0000:00:01.0 (id 1814:0801 rev 00}

PCI: Enabling dewice 0000:00:01.0 (0000 -> 0002)

r-=regs = booooooo

ral: Halink iNIC at Oxp0000000, 00:00:00:00:00:00, IRC 39

PCI: Setting latency timer of device 0000:00:01.0 to 64

===x Get MAC from iNIC

e e e e ] K R e B e e e e e e e e e
RacfgTaskThread pid = 74

RacfgBacklogThread pid = 75

eth1 Link UP.

BomAds!_Initialize=0xC0O02E3CE, g_pFniotifyCallback=0xC007 7294
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Configuration (Advanced Mode)

LAN

A Local Area Network (LAN) is a shared communication system network where many computers
are connected. This type of network is area defined and is usually limited to a confined region
within a building or just within the same storey of a building. There are 5 items within the LAN
section: Ethernet, IP Alias, Wireless (7800N only), Wireless Security (7800N only) and DHCP
Server.

Ethernet

The router supports more than one Ethernet IP addresses in the LAN, and with distinct LAN
subnets through which you can access the Internet at the same time. Users usually only have one

IConﬂguraliDn \ “\t‘ .

~ Ethernet
Parameters
IP Address [192.168.1.254

MNetmask ;255.255.255.0

RIP [Disable v

subnet in their LAN. The default IP address for the router is 192.168.1.254.
IP Address: The default IP on this router.
Netmask: The default subnet mask on this router.

RIP: RIP vl1, RIP v2 & RIP v1+Vv2.

IP Alias

This function allows the addition an IP alias to the network interface. This further allows user the
flexibility to assign a specific function to use this IP.

ICDnﬁguraliDn A “}? .

~IP Alias
Parameters

IP Address

MNetmask

IP Address: Enter the IP address to be added to the network.

Netmask: Specify a subnet mask for the IP to be added.
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Wireless (only for BiPAC 7800N)
ICom‘igul ation \ u\l{ .

TWireless
Parameters
WLAN Servica &) Enable O Disahle
Mode 802 11a+n ¥
EESID wlan-ap
Hide ESSID O Enable @ Disable
Regulation Domain MN.America «
Channel ID Channel 1 (2412 GHz) »
Channel Width 2IJMD_MI_-|Z W
Tx Power Level 100 {0 ~100%
AP MAC Address 0010821 C:0FEZ
AP Firmware Warsion 1.1.7.0
WPS Senice (D Enable & Disahle
WWPS State O Configured (& Unconfigured
WM (D Enable & Disahle
Wireless Distribution System (WDS)
WDS Senice (D Enable & Disahle

1) 2

FeerwDS MAC address

Security settings ¥

3. 4.

Parameters

WLAN Service: Default setting is set to Enable. If you do not have any wireless, select Disable.

Mode: The default setting is 802.11g+n. If you do not know or have both 11g and 11b devices in
your network, then keep the default in mixed mode. From the drop-down manual, you can select
802.11g if you have only 11g card. If you have only 11b card, then select 802.11b. And if you have
11n card, you can select 802.11n.

ESSID: The ESSID is the unigue name of a wireless access point (AP) used to distinguish one
from another. For security propose, change to a unique ID name which is already built into the
router wireless interface. It is case sensitive and must not exceed 32 characters. Make sure your
wireless clients have exactly the ESSID as the device in order to connect to your network.

Hide ESSID: This function enables the router to become invisible on the network. Thus, any
clients using the wireless setting to search for available or specific router on the network will not
be able to discover the router whose Hide ESSID function is set to enabled. The default setting is
disabled.

Regulation Domain: There are seven Regulation Domains for you to choose from, including
North America (N.America), Europe, France, etc. The Channel ID will be different based on this
setting.

Channel ID: Select the wireless connection channel ID that you would like to use.

Note: Wireless performance may degrade if the selected channel ID is already being occupied
by other AP(s).
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Channel width: Select either 20 MHz or 20/40 MHz for the channel bandwidth. The higher the
bandwidth the better the performance will be.

TX PowerLevel: Itis a function that enhances the wireless transmitting signal strength. User
may adjust this power level from minimum O up to maximum 100.

Note: The Power Level maybe different in each access network user premise environment,
choose the most suitable level for your network.

AP MAC Address: It is a unique hardware address of the Access Point.

AP Firmware Version: The Access Point firmware version.

WPS Service: Select Enable if you would like to activate WPS service.

WPS State: This column allows you to set the status of the device wireless setting whether it
has been configured or unconfigured. For WPS configuration please refer to the section on Wi-Fi
Network Setup for detail.

WMM: This feature is used to control the prioritization of traffic according to 4 Access categories:
Voice, Video, Best Effort and Background. Default is set to disable.

Wirel Distribution tem (WD

It is a wireless access point mode that enables wireless link and communication with other access
points. It is easy to install simply by defining the peer's MAC address of the connected AP. WDS
takes advantages of the cost saving and flexibility which no extra wireless client device is required to
bridge between two access points and extending an existing wired or wireless infrastructure network
to create a larger network. It can connect up to 4 wireless APs for extending cover range at the same
time.

In addition, WDS also enhances its link connection security mode. Key encryption and channel must
be the same for both access points.

WDS Service: The default setting is Disabled. Check Enable radio button to activate this
function.

1. Peer WDS MAC Address: It is the associated AP’'s MAC Address. It is important that your
peer’s AP must include your MAC address in order to acknowledge and communicate with
each other.

2. Peer WDS MAC Address: Itis the second associated AP’s MAC Address.
3. Peer WDS MAC Address: Itis the third associated AP’'s MAC Address.

4. Peer WDS MAC Address: It is the fourth associated AP’'s MAC Address.

Note: For MAC Address, the format can be: XX: XX XX XX XX XX OF XX-XX-XX-XX-XX-XX
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Wireless Security (only for BIPAC 7800N)

You can disable or enable wireless security with WPA or WEP for protecting wireless network.

The default mode of wireless security is disabled.

=
Configuration u.-
A -

T\Wireless Security
Parameters

Security Mode Disahble b

|'~.|3|JI;- [ cancel

WPA / WPA2 | WPA/WPA2 Pre-Shared Key

I Configuration Q\t‘ .
i ——

TWireless Security
Parameters

Security Mode

WWPA Algarithins TEIP [»
WWRA Shared Key

Group Key Renewal -3EIZIEI

seconds

Security Mode: You can choose the type of security mode you want to apply from the drop down
menu.

WPA Algorithms: There are 3 types of the WPA-PSK, WPA2-PSK & WPA/WPA2-PSK. The WPA-
PSK adapts the TKIP (Temporal Key Integrity Protocol) encrypted algorithms, which incorporates
Message Integrity Code (MIC) to provide protection against hackers. The WPA2-PSK adapts

CCMP (Cipher Block Chaining Message Authentication Code Protocol) of the AES (Advanced
Encryption Security) algorithms.

WPA Shared Key: The key for network authentication. The input format is in character style and
key size should be in the range between 8 and 63 characters.

Group Key Renewal: The period of renewal time for changing the security key automatically
between wireless client and Access Point (AP). Default value is 3600 seconds.
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WEP

Iﬁonﬁglllalion i u\t‘ .

*Wireless Security

Parameters

Secutity Mode v

WEFR Authentication _Open System v.:

Default Used WEP Key @1 O2 O3 O4

Passphrase (Generate Key) | | WEFE4 ][ WEP128
key 1 :Hex v [
Key 2 Hex v

Key3 [Hex v

ey 4 .Hex v-

WWER 64 - Hex: 10 Hex codes, (1~8, a~f, A~F), Ex. 11aa22cc33.

YWWEFR B4 - ASCI 5 ASCIH characters are reguired. Insert your WEP key manually. EX: 1a3eh.

WWEP 128 - Hew: 26 Hex codes, {1~9, a~f A~F). EX 113a22cc33dd4deeb5efffedsf.

WEP 128 - ASCIE: 13 ASCIH characters are reguired. Insed yourWEP key manually. EX: 1a3e?dbd3ed.

WEP Authentication: To prevent unauthorized wireless stations from accessing data transmitted
over the network, the router offers secure data encryption, known as WEP. There are 3 options to
select from: Open System, Shared key or both.

Default Used WEP Key: Select the encryption key ID; please refer to Key (1~4) below.

Passphrase: This is used to generate WEP keys automatically based upon the input string and a
pre-defined algorithm in WEP64 or WEP128.

Key (1-4): Enter the key to encrypt wireless data. To allow encrypted data transmission, the WEP
Encryption Key values on all wireless stations must be the same as the router. There are four keys
for your selection. The input format can be either HEX style or ASCII format, 10 and 26 HEX codes
or 5 and 13 ASCII codes are required for WEP64 and WEP128 respectively.
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WPS (only for BiPAC 7800N)

WPS (WiFi Protected Setup) feature is a standard protocol created by Wi-Fi Alliance. This feature
greatly simplifies the steps needed to create a Wi-Fi networks for a residential or an office setting.

WPS supports 2 types of configuration methods which are commonly known among consumers:
PIN Method & PBC Method.

I1'_: onfiguration 1“-\; -

YWPS

Parameters

WPS Service O Enable & Disahle
Role Registrar Enrollee
WPS PIN 24490047

Enrollee’s PIN
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Wi-Fi Network Setup (only for BiPAC 7800N)
PIN Method: Configure AP as Registrar

1. Jot down the client’s Pin (eg. 16837546).

IConﬂguraiion 1“1\;. .
~WPs
Parameters
WPS Semvice @ Enable Disable
Role @ Registrar () Enrollee
WPS PIN 258792810
Enrollee’s PIN 16837546

| start| | Cancel

2. Enter the Enrollee’s PIN number and then press Start.

3. Launch the wireless client's WPS utility (eg. Ralink Utility). Set the Config Mode as Enrollee,
press the WPS button on the top bar, select the AP (eg. wlan-ap) from the WPS AP List column.

Then press the PIN button located on the middle left of the page to run the scan.

A= [ ] =
= — & . % Z
Profile Netwark Advanced Statistics WM WPS Radio On/Off  About
WPS AP List
Rescan
1D = 00000 wlan-ap 00-1D-92-C0-13-CD 1 Information
ID: wlan-ap 00-04-ED-00-00-01 1 - Pin Code
J 1l k 16837546  Renew
WPS Profile List CGI'IﬁE Mode
Enrolee -
Pl 1 3
PIH IE‘ WPS Associate IE Progress == 0%
REC E‘ L RIE WPS status is disconnected Discennect
.
Status »» Disconnected Link Quality == 0%
Extra Info == Signal Strength 1 == 0%
Channel == Signal 5trength 2 == 0%
Authentication == Moise Strength == 0%
Encryption ==
Metwork Type == Transmit
IP Address == Link Speed == LR
Sub Mask ==
Throughput == 0.000
Default Gateway »» Kbps
. Receive
Max
Link Speed == .
EW ==n/a 5MRO => nfa
Throughput == 0.000
Gl == nfa MC5=> nfa S5MR1 => nfa

Kbps
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4. The client's SSID and security setting will now be configured to match the SSID and security
setting of the registrar.

E -~ & & @ @9 ¢ 2

Profile Network Advanced Statistics WM WPS Radio On/Off  About
WPS AP List
Rescan
ID: wian-ap 00-1D-92-C0-13-CD 1 ‘ Information
ID: wian-ap 00-04-ED-38-F7-2E 1 < Pin Code
1 m r 16837546  Renew
WPS Profile List Config Mode
’ wian-ap Enrolee =
P L1 3
. @vessocaee oo o
HE® @ e 2 PIN - Get WP5 profile successfuly. Dizconnect

Export Profile

Status >>  wlan-ap <--> 00-1D-92-C0-13-CD Link Quality >» 100%
Extra Info »=  Linkis Up [TxPower:100%] Signal Strength 1 == 64%

Channel>> 1 <--> 2412 MHz; central channel : 3 B - ctrencth 2 = 343

Authentication => Open Mgise Strength == 26%

Encryption => MNOMNE

Network Type ==  Infrastructure Transmit
IP Address == 192.168.1.100 Link Speed == 270.0 Mbps
Sub Mask == 255.255.255.0 Throughput >» 5.600 Kbps
Default Gateway == 192.168.1.254
Receive
HT
Link Speed == 54.0 Mbps
BW =»40 SMRO => 19
Throughput == 81.608 Kbps 146.840
Gl == long MC5== 15 5MR1 == nia Kbps
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PIN Method: Configure AP as Enrollee

1. In the WPS configuration page, change the Role to Enrollee. Then press Start.
2. Jot down the WPS PIN (eg. 25879810).

IConﬁguralion

T WPS
Parameters

WPS Senvice @ Enable () Disable
Role () Registrar @ Enrollee
WPS PIN 25879810

Mode PIN

Start| | Cancel |

3. Launch the wireless client’'s WPS utility (eg. Ralink Utility). Set the Config Mode as Registrar.
Enter the PIN number in the PIN Code column then choose the correct AP (eg. wlan-ap) from
the WPS AP List section before pressing the PIN button to run the scan.

EHQM@@Z

Profile Metwork Advanced Statistics WPS Radio On/Off ﬁbout

WFS AP List

Rescan
1D = 00000 wian-ap 00-1D-92-C0-13-CD q merer——
ID: D2-VPN 00-1B-11-E4-DA-DS 7 e - Pin Code

< n b 25879810

'WPS Profile List

Config Mode
ExReghWEA4036 9 Registrar -
4 1 3
BIN [l WPS Associate IE Progress == 0% Rotate
PEC E‘WP‘S Probe IE Disconnect
Export Profile
r'.
Status »» Disconnected Link Quality == 0%
Extra Info =» Signal Strength 1 == 0%
Channel == Signal Strength 2 == 0%
Authentication == Moise Strength => 0%

Encryption =

Metwork Type == Transmit

IP Address == Link Speed ==
Sub Mask ==
Default Gateway »»

Throughput »>

Receive
HT
Link Speed »=
EW ==n/a SMRD == nfa
Throughput ==
Gl == nfa MC5=> nfa SHR1 == nfa
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4. The router’s (AP’s) SSID and security setting will now be configured to match the SSID and
security setting of the registrar.

[ 3 =
b = A ? 2
Profile Metworl Advanced Statistics WM WPS Radio On/Off  About
WPS AP List
Rescan
ID: ExRegNWEA4036 00-1D-92-C0-13-CD 1 S T
ID: wian-ap 00-04-ED-38-F7-2E 1 = Fin Code
4 m r 25879810
WPS Profile List CGI'If'iE Mode
=

P ExRegNWEA4D36

PIN
PBC

Status ==

Extra Info ==
Channel »»
Authentication ==
Encryption =>
Network Type ==
IF Address ==

Sub Mask, ==
Default Gateway ==

BW »=40
Gl == long

[l wPs Associate IE
[@ wPs Probe IE

T

ExRegMWEA4036 <--= 00-1D-92-C0-13-CD
Link is Up [TxPower:100%]

1 <--= 2417 MHz; central channel : 3
WPAZ-PSK

AES

Infrastructure

192.168.1.100

255.255.255.0

192.168.1.254

HT

SMRO == 20

MC5 = 14 5MR1 == nfa

PIM - Get WPS profile successfuly.

Link Quality == 100%
Signal Strength 1 == 65%
Signal Strength 2 »» 39%

Moise Strength == 26%

Transmit
Link Speed = 243.0 Mbps

Throuwghput == 0.000 Kbps
Receive
Link Speed == 40.5 Mbps

Throughput =>98.612 Kbps

Registrar hd

Rotate
Disconnect
Export Profile

5. Now to make sure that the setup is correctly done, cross check to see if the SSID and the secu-
rity setting of the registrar setting match with the parameters found on both Wireless Configura-
tion and Wireless Security Configuration page.
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a B #F @ © 2 Z @
Profile Network Advanced Statistics WMM WPS Radio On/Off  About
WPS AP List
Rescan
ID : wlan-ap 00-10-92-C0-13-CD 1 Information
ID: wlan-ap 00-04-ED-22-22-23 1 Pin Code
4 | m r Iz&a?';am Renevs
WPS Profile List :Cnnﬁg Mode
ExRegNWEA4D36 = I Registrar - |
Detail
< m Connect
PIN [l WPS Associate IE | Progress »> 0% Rotate
PEC [ WPS Probe IE WPS status is disconnected Disconnect
Export Profile
[ —
551D »» IExRe-gNWEM-DS&
BSSID > 00-00-00-00-00-00
Authentication Type >» IWPAZ-PSK j Encryption Type »» | AFS j
Key Length == I5 j Key Index == |1 j
Key Material => |a1 1B5BOF34030CB0RBBATIBF3E4TETRE1C37DC4BDD1 4TCAERZ526D4EBCIIDBFTE
[@l] show Password
Ok Cancel
et i . i e i,
Wireless
Parameters
WLAN Semice @ Enable () Disable
Mode 802.11g+n -
ESSID ExRegNWEA4036
Hide ESSID ) Enable (@ Disable

Regulation Domain
Channel ID

Channel Width

Tx Power Level

AP MAC Address

AP Firmware Version
WPS Senvice

WPS State

WM
Wireless Distribution System (WDS)
WDS Service

Peer WDS MAC address

Security settings *

M.America

Channel 1 (2.412 GHz)
20/40MHZ =

100 (0~100)
00:1D:92:C013:.CD
1.1.7.0

@ Enable ) Disable
@ Configured

) Enable @ Dizable

) Enable @ Disable

) Unconfigured

1

3
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*Wireless Security
Parameters

Security Mode
WPA Algorithms
WPA Shared Key

Group Key Renewal

WPAZ2 Pre-Shared Key
AES -
81185B9F3403DCB0S!
3600

seconds
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PBC Method:

1. Press the PBC button of the AP.

2. Launch the wireless client's WPS Utility (eg. Ralink Utility). Set the Config Mode as Enrollee.
Then press the WPS button and choose the correct AP (eg. wlan-ap) from the WPS AP List
section before pressing the PBC button to run the scan.

[ =
E w o FF B O T 2
Profile Metwork Advanced Statistics WMM WPS Radio On/Off  About
WPS AP List
Rescan
D : wian-ap 00-04-ED-00-00-01 1 Information
1D : 00004 wian-ap 00-10-92-C0-13-CD 1 - Fin Code

4 m r 16837546  Renew

WPS Profile List Config Mode

Enrcllee hd

PIN [l wPs Associate IE Progress »> 0%
EEC (@] wps Probe IE WP status is disconnected Disconnect
Y
Status >» Disconnected Link Quality == 0%
Extra Info => Signal Strength 1 == 0%
Channel == Signal Strength 2 == 0%
Authentication == Noise Strength »> 0%

Encryption =>

Network Type >> Transmit

IF Address ==
Sub Mask =»
Default Gateway »>

Link Speed =»

Throughput ==

Receive
HT . Max
Link Speed ==
BW ==nfa SMRD == nfa
Throughput == 147.408
Gl == nfa MC5=> nfa SHR1 == nfa

Kbps
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3. When the PBC button is pushed, a wireless communication will be established between your
router and the PC. The client's SSID and security setting will now be configured to match the

SSID and security setting of the router.

Tk =
el & T !
Metwaork Advanced Statistics WMM WPS Radio On/Off  About
WPS AP List
Rezcan
ID: wian-ap 00-1D-92-C0-13-CD 1 - R
D : wian-ap 00-04-ED-38-F7-2E 1 - Pin Code
1 m r 16837546  Rensw
WPS Profile List CGI'If'IE, Mode
} wian-ap Enrolee v

114

3

B @k e M o
PEC IE‘ ul HEIR I PBC - Get WPS profile successfuly. Discoopect
Export Profie
s
Status »> wilan-ap <--= 00-10-92-C0-13-CD Link Quality == 100%
Extra Info >> Link is Up [TxPower:100%] Signal 5trength 1 == 60%

Signal Skrength 2 =» 44%

Channel =» 1 <--» 2412 MHz; central channel @ 3
Authentication »> Open Moise Strength == 26%
Encryption =>» NONE
Metwork Type ==  Infrastructure Transmit
IP Address >> 192.168.1.100 Link Speed == 243.0 Mbps

25h5.255.255.0
192.168.1.254

Sub Mask ==
Default Gateway »>

Throughput == 0.192 Kbps

Receive
HT Max
Link Speed =» 81.0 Mbps
BW ==40 SHRD == 20
Throughput »>93.732 Kbps 1.798
Gl == long WC5 == 14 SHR1 == nfa

Mbps
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Wi-Fi Network Setup with Windows Vista WCN:

1. Jot down the AP PIN from the Web (eg. 25879810).

2. Access the Wireless configuration of the web GUI. Set the WPS State to Unconfigured then
click Apply.

\Wireless

Parameters

WLAN Service @ Enable ) Disable

Mode g0211g+n -

ESSID wlan-ap

Hide ESSID (Z)Enable @ Disable

Regulation Domain M.America -

Channel ID Channel 1(2412GHz) ~

Channel Width 20/40MHZ ~

Tx Power Level 100 {0 ~100)

AP MAC Address 00:10:92:C0:13:CD

AP Firmware Yersion 1170

WPS Senvice @ Enable (0 Disable

WPS State () configured @ Unconfigured

WM () Enable @ Disable

Wireless Distribution System (\WDS)

WDS Senvice (D) Enable @ Disable

Peer WDS MAC address 1 %
3 4.

Security setiings *

3. In your Vista operating system, access the Control Panel page, then select Network and Inter-
net > View Network Computers and Devices. Double click on the BiPAC 7800N icon and enter
the AP PIN in the column provided then press Next.

[ S
- M- (w2 |
il | L* » Network » A | 5 | | Search P

File Edit View To == é
Organize ~ &g ¥
M () Configure a WCN device
Favorite Links
[l Documents Type the PIN for the selected device
E Pictures
E}\ Music Te configure this device for use on your network, type the PIN, You can find the PIM in the
infarmation that came with the device er en a sticker on the device,
More »»
Folders
Ml Desktop PIN:
B user 25879810
. Public
1% Computer [¥] Display characters
¥ Network
1M USER-PC
Coentrol Panel
= Recycle Bin
[ Mext ] [ Cancel

- BiPAC 7800N
Categories: Network Infrastructure
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4. Enter the AP SSID then click Next.

OO ||§ v Metwork »

V|‘f||559m’!

File Edit WView Tools Help

‘ Organize v @ Views :‘m':‘ Network and Sharing Center

Favorite Links

T Add a printer

W Add awireless device

Category Workg‘r-oup Network location

E| Documents -
E Pictures

B‘ Music

More »

G

Configure a WCN device

Folders

B Desktop
E? user
.. Public
1% Computer
@ MNetwork
Control Panel
& Recycle Bin

2 items

Give your network a name

Choose a name that pecple who connect to your network will recognize

Metwork name (55I0):

USER-PC_Metwork

You can type up to 32 letters or numbers,

=

L

5. Enter the passphrase then click Next.

OO |":"> Network »

- | 4’-| | Search

File Edit View Tools Help

‘ Organize = B Views

Fawvarite Links

- :‘mr‘: Network and Sharing Center

w1 Add a printer

Category Workg;.oup Network location

EI Deocuments -
Ei Pictures

ﬂ Music

More

&)

Configure a WCN device

Folders
Bl Desktop

user

.. Public

1% Computer
"_"-2_" Network
Control Panel
%] Recycle Bin

Help make your network more secure with a passphrase

Windows will use the passphrase provided below to generate a WPA security key for you. The first
time that people connect to this network, they will need the passphrase.

Passphrase:

NHFiBj6l19NExxiNulLEG4]

The passphrase must be at least 8 characters and cannot begin or end with a space.

Display characters

Create a different passphrase for me

Show advanced network security options

T 2 items
A
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6. When you have come to this step, you will have comleted the Wi-Fi network setup using the
built-in WCN feature in Windows Vista.

U Configure a WCH device

Configured the selected device for wps_test
If thiz can be used wirelessly, you can disconnect the cable,

To use this with other network computers, you might need to install the appropriate drivers first,

Close
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DHCP Server

I Configuration WE .
i _—

DHCP Server

Parameters

DHCP Server Mode DHCP Server v

Domain Mame hame. gateway

Range Start 192.168.1.100

Range End 1Q215811Q9

Default Lease Time |24 ;hgurs
Maximum Lease Time 2;1 :hnurs
IUse Router as DME Server

Frimary DRE Server Address
Secondary DMNS Server Address

[ Apply | Fiked Hosts

Cdrrent Mode : DHCF Server

DHCP allows networked devices to obtain information on the parameter of IP, Netmask, Gateway
as well as DNS through the Ethernet Address of the device. If you check the DHCP Relay you
must enter the IP address of the DHCP server that assigns an IP address to the DHCP client in the
LAN. Use this function only if advised to do so by your network administrator or ISP. Click Apply to
enable this function.
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WAN

A WAN (Wide Area Network) is a computer network that covers a broad geographical area (eg.
Internet) that is used to connect LAN and other types of network systems. There are two items
within the WAN section: WAN Profile and ADSL Mode.

WAN Profile (ADSL)

PPPoE Connection (ADSL)

PPPoE (PPP over Ethernet) provides access control in a manner similar to dial-up services using
PPP.

IConfiuul ation \ i\\a .
i -

*WAN Profile

Parameters

Main Port [aDSL | {Current Main Port: ADSL)

Protocal _ FFFoE (RFZZ241 E_, FFF over Ethemep ¥

Description pppoe_0_8_ 341 WP W a n3a Encap. method | LLCISMNAP-BRIDGING
Username username Passward eeenee Service Mame

MAT Enahle P {0.0.0.0: Autoy (0.0.0.0 Auth. Protocal Auta v

Ohtain DMS [¥] Automatic Primary Secondary

Cannection Always an ldle Timeaout rminis) MTL 1442

MAC Epoofing

When you finish configuring all WaMN seftings, please click the 'Restart’ button for these changes to take effect.

[ ApplysEditiDelete |

Edit Protocol Interface Description YRl WiCl Encap. method MNAT IP Delete
(3} PPPoE ppp_0_8_ 35 1 pppoe_0_8 35 1 g 35 LLZ/SMARP-BRIDGING Enable 0.0.0.0

Description: A given name for the connection.
VPI/VCI: Enter the information provided by your ISP.
Encap. method: Select the encapsulation format. Select the one provided by your ISP.

Username: Enter the username provided by your ISP. You can input up to 256 alphanumeric
characters (case sensitive).

Password: Enter the password provided by your ISP. You can input up to 32 alphanumeric
characters (case sensitive).

Service Name: This item is for identification purposes. If it is required, your ISP will provide you
the necessary information. Maximum input is 32 alphanumeric characters.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account by sharing a single IP address. If users on your LAN have their own
public IP addresses to access the Internet, NAT function can be disabled.

IP (0.0.0.0:Auto): Your WAN IP address. Leave the IP address as 0.0.0.0 to enable the device to
automatically obtain an IP address from your ISP.

Auth. Protocol: Default is Auto. Please consult your ISP on whether to use Chap, Pap or
MSCHAP.
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Obtain DNS: A Domain Name System (DNS) contains a mapping table for domain name and IP
addresses. DNS helps to find the IP address of a specific domain name. Check the checkbox to
obtain DNS automatically.

Primary DNS: Enter the primary DNS.

Secondary DNS: Enter the secondary DNS.

Connection: Click on Always on to establish a PPPOE session during start up and to
automatically re-establish the PPPoE session when disconnected by the ISP. You may uncheck
the item to disable this function.

Idle Timeout: Auto-disconnect the broadband firewall gateway when there is no activity on the line
for a predetermined period of time.

MTU: Control the maximum Ethernet packet size your PC will send.

MAC Spoofing: This option is required by some service Providers. You must fill the MAC address
specified by your service provider when this information is required. The default setting is set to
disable.
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PPPoA Connection (ADSL)

PPPOA stands for Point to Point Protocol over ATM Adaptation Layer 5 (AAL5S). It provides access
control and billing functions in a manner similar to dial-up services using PPP.

I Configuration \ \ i\\- .

TWAN Profile

Parameters

Main Port [ADSL | {Current Main Port ADSL)

Protocol [FFFoRRFCI3R4, FPF averpalsy v

Description VR a nas ' Encap. method | WCiMLE v
Uszernatme username ' Paszswoard esenee

MNAT [ Enahle |P (0.0.0.0; Autoy (0.0.0.0 Auth. Protocol Auta w

Ohtain DNS [¥] Automatic Primary Secandary

Connection [¥] Always Qn |dle Timeout iminis) MTL 1482

When you finish configuring all WaN seftings, please click the 'Restart’ hutton for these changes to take effect.

Add| [ Apply/Edit/Delete |

Edit Protocaol Interface Description YRl W2l Encap. method MAT IP Delete
() PPPoE ppp_0_8_345_1 pppoe_0_8 35 1 a8 35 LLCISMNAR-BRIDGING Enable 0.0.0.0

Description: A given name for the connection.
VPI/VCI: Enter the information provided by your ISP.
Encap. method: Select the encapsulation format. Select the one provided by your ISP.

Username: Enter the username provided by your ISP. You can input up to 256 alphanumeric
characters (case sensitive).

Password: Enter the password provided by your ISP. You can input up to 32 alphanumeric
characters (case sensitive).

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account by sharing a single IP address. If users on your LAN have their own
public IP addresses to access the Internet, NAT function can be disabled.

IP (0.0.0.0:Auto): Your WAN IP address. Leave the IP address as 0.0.0.0 to enable the device to
automatically obtain an IP address from your ISP.

Auth. Protocol: Default is Auto. Please consult your ISP on whether to use Chap, Pap or
MSCHAP.

Obtain DNS: A Domain Name System (DNS) contains a mapping table for domain name and IP
addresses. DNS helps to find the IP address of a specific domain name. Check the checkbox to
obtain DNS automatically.

Primary DNS: Enter the primary DNS.
Secondary DNS: Enter the secondary DNS.
Connection: Click on Always on to establish a PPPoE session during start up and to

automatically re-establish the PPPoE session when disconnected by the ISP. You may uncheck
the item to disable this function.ldle Timeout: Auto-disconnect the broadband firewall gateway

69



when there is no activity on the line for a predetermined period of time.

MTU: Control the maximum Ethernet packet size your PC will send.
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MPoA Connection (ADSL)

Iiinlnfi+_|l|| ation \ Q\t‘ .

TWAN Port
WAN Connection

Profile Port ADSL % | (Current Main Port ADSL)

Frotocaol MFPoA ( RFCT483IEFC2EE84, Multiprotocol Encapsulation over AALS 1S

Descripton | ' YPLIVE] f I Encap. method | LLC/SNAP-BRIDGING v |
MAT Enabled MAC Spoofing |

IP{0.0.0.0:A0t0) |0.0.0.0 Metmask Gateway

Ohbtain DNE [+] sutarnatic Primary Secandary

Whenvyou finish caonflauring all WAk settings, please click the 'Restart’ hutton for these changes to take effect.

[ Apply/Editi Delete

Edit Protocol Interface Drescription YRl %Cl Encap. method AT IP Delete
(® PPPoE ppp_0_8_358 1 pppoe_0_8_34_ 2 a8 35 LLCISMAR-BRIDGIMG Enabled 000n

Description: A given name for the connection.
VPI/VCI: Enter the VPI and VCI information provided by your ISP.
Encap. method: Select the encapsulation format. Select the one provided by your ISP.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single ISP account by sharing a single IP address. If users on your LAN have their own
public IP addresses to access the Internet, NAT function can be disabled.

MAC Spoofing: This option is required by some service Providers. You must fill the MAC address
specified by your service provider when this information is required. The default setting is set to
disable.

IP Address: Your WAN IP address. If the IP is set to 0.0.0.0 (auto IP detect), both netmask and
gateway can be left blank.

Netmask: User can change it to other such as 255.255.255.128. Type the netmask assigned to
you by your ISP (if given)

Gateway: Enter the IP address of the default gateway.
Obtain DNS Automatically: Select this check box to activate DNS.

Primary DNS/ Secondary DNS: Enter the IP addresses of the DNS servers. The DNS servers are
passed to the DHCP clients along with the IP address and the netmask.
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IPOA Connections (ADSL)

Ii:nnfiuul ation \ WLE .

*WAN Port
WAN Connection

Profile Port [ADSL || (Current Main Port ADSL

Protocol IPof ( RFC157T, Clagsic IP and ARP over AT |

Descripion | : VPV la s ] Encap. method | LLCISNAP-ROUTING v |
MAT Enabled

IF(0.0.0.0:A0t0)  |0.0.0.0 Metmask . Gateway

Obtain DNS [¥] Autamatic Prirnary [ Secandary

Whenyou finish configuring all WAkl settings, please click the 'Restart’ hutton for these changes to take effect.

| Apply/Edit/ Delete

Edit Protocol Interface Description YRl %Cl Encap. method MNAT IP Delete
() PPPoE ppp_0_8_35_1 pppoe_0_8_ 35 2 a 35 LLCISMAP-BRIDGIMG Enabled 0.0.0.0

Description: A given name for the connection.
VPI/VCI: Enter the VPI and VCI information provided by your ISP.
Encap. method: Select the encapsulation format. Select the one provided by your ISP.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single ISP account by sharing a single IP address. If users on your LAN have their own
public IP addresses to access the Internet, NAT function can be disabled.

IP Address: Enter your fixed IP address.

Netmask: User can change it to other such as 255.255.255.128. Type the netmask assigned to
you by your ISP (if given).

Gateway: Enter the IP address of the default gateway.
Obtain DNS Automatically: Select this check box to activate DNS.

Primary DNS/ Secondary DNS: Enter the IP addresses of the DNS servers. The DNS servers are
passed to the DHCP clients along with the IP address and the netmask.

72



Pure Bridge Connections (ADSL)

Iiifrnfigul ation A “_\%_ .

TWAN Port
WAN Connection

Frofile Port '_P_«D§|-__:| (Current Main Port ADSL)

Frotocol | Pure Bridie

Descrigtion | | VPV B fas | Encap. method | LLCISNAP-BRIDGING v |
When you finish canfiguring all WAkl settings, please click the 'Restart’ hutton farthese changes to take effiect.
Add| | ApplyfEdit/ Delete |

Edit Pratocol Interface Description WPl WCl Encap. method MNAT IP Delete
=) PPPoE ppp_0_8_35_1 pppoe_0_8_35_2 a 35 LLC/SMARP-BRIDGIMG Enabled 0000

Description: A given name for the connection.
VPI/VCI: Enter the VPI and VCI information provided by your ISP.

Encap. method: Select the encapsulation format. Select the one provided by your ISP.
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WAN Profile — Main Port (EWAN)

Besides using ADSL to connect to the Internet, BIPAC 7800(N) EWAN port is also an alternative to
connect to Cable Modems, VDSL and fiber optic lines. This alternative provides users with faster
connection & flexibility to connect to the Internet.

PPPOE (EWAN)

ICom‘igul ation \ i\- .
i .

TWAN Profile

Parameters

Main Part (EWAN v | (Current Main Port ADSL)

Protocal o

Uszername usaername Passward [TTYT ] Service Name

NAT Enable IP (0.0.0.0: Autn) 0.0.0.0 Auth. Protocol Ao v
Ohtain DMS [¥] Automatic Primary Secondary

Connection [¥] Always On Idle Timeout Iminis) MATL 14492

MAC Spoofing
When you finish configuring all WaAN seftings, please click the 'Restant’ hutton for these changes to take effect.

Username: Enter the username provided by your ISP. You can input up to 256 alphanumeric
characters (case sensitive).

Password: Enter the password provided by your ISP. You can input up to 32 alphanumeric
characters (case sensitive).

Service Name: This item is for identification purposes. If it is required, your ISP will provide you
the necessary information. Maximum input is 32 alphanumeric characters.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account by sharing the single IP address. If users on your LAN have their own
public IP addresses to access the Internet, NAT function can be disabled.

IP (0.0.0.0.Auto): Enter your fixed IP address.

Auth. Protocol: Default is Auto. Please consult your ISP on whether to use Chap, Pap or
MSCHAP.

Obtain DNS Automatically: Select this check box to activate DNS.

Primary DNS/ Secondary DNS: Enter the IP addresses of the DNS servers. The DNS servers are
passed to the DHCP clients along with the IP address and the netmask.

Connection: Click on Always on to establish a PPPOE session durin% start up and to
automatically re-establish the PPPoE session when disconnected by the ISP. You may uncheck
the item to disable this function.

Idle Timeout: Auto-disconnect the broadband firewall gateway when there is no activity on the line
for a predetermined period of time.

MTU: Control the maximum Ethernet packet size your PC will send.
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MAC Spoofing: This option is required by some service Providers. You must fill the MAC address
specified by your service provider when this information is required. The default setting is set to
disable.
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Obtain an IP Address Automatically

Iﬁnnfium ation i WE .

TWAN Port

WAN Connection

Profile Port | EWAN ¥ | (Current Main Port: ADSL)

Protocol tObtain an [P Address Automatic :aII'g.' v

MAT ¥ Enahled MAC Spoofing _

Obtain DMS [ Autarmatic Prirmany | . Secondary
Whenyou finish configuring all WAk settings, please click the 'Restart’ huttan for these changes to take effect.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account by sharing the single IP address. If users on your LAN have their own
public IP addresses to access the Internet, NAT function can be disabled.

MAC Spoofing: This option is required by some service Providers. You must fill the MAC address
specified by your service provider when this information is required. The default setting is set to
disable.

Obtain DNS: Select this check box to activate DNS.

Primary DNS/ Secondary DNS: Enter the IP addresses of the DNS servers. The DNS servers are
passed to the DHCP clients along with the IP address and the netmask.
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Fixed IP Address

IConﬁgumtion \ “}C. .

TWAN Profile

Parameters

hain Port EWAN v {Current Main Port ADSL)

Protacol [Fied I Address |3

MAT [¥]Enahle MAC Spoofing

IP Address | _ Metmask L Gateway
Chbtain DME Autamatic Primany - Secondary

‘Whenyou finish configuring all WaAR settings, please clickthe 'Restant’ hutton for these changes o take effect.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account by sharing the single IP address. If users on your LAN have their own
public IP addresses to access the Internet, NAT function can be disabled.

MAC Spoofing: This option is required by some service Providers. You must fill the MAC address
specified by your service provider when this information is required. The default setting is set to
disable.

IP Address: Enter your fixed IP address.

Netmask: User can change it to others such as 255.255.255.128. Type the netmask assigned to
you by your ISP (if given)

Gateway: Enter the IP address of the default gateway.
Obtain DNS: Select this check box to activate DNS.

Primary DNS/ Secondary DNS: Enter the IP addresses of the DNS servers. The DNS servers are
passed to the DHCP clients along with the IP address and the netmask.
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ADSL Mode

I Configuration

T ADSL Mode
WAN Connection

ADSL Mode

mModulator

[“lannexL []annexm

[¥laDsLz [¥]apsLz+ ¥ GLite [#]T1.413 [ G.Dmt

e

ADSL Mode: There are 2 modes “Annex L” and “Annex M” that user can select for this

connection.

._._,

Modulator: There are 5 modes “ADSL2”, “ADSL2+", “G.Lite:”, “T1.413"” and “G.DMT"” that user

can select for this connection.
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System

There are five items within the System section: Time Zone, Firmware Upgrade, Backup/
Restore, Restart and User Management.

Time Zone
ICowﬁuurmion \ “'}c-& .
*Time Zone
Parameters
Time Zone & Enable O Disable
e G ST |(GMT-00:00) Greemwich Mean Time: Duslin, Edinburgh, Lisbon, Landon v |
elackfrrit e net v
SMNTP Server IP Address
clock.nyc.he.net bl
Resync Period 1 440 ;minutes

W

The router does not have a real time clock on board; instead, it uses the Simple Network Time
Protocol (SNTP) to get the most current time from an SNTP server outside your network. Choose
your local time zone from the drop down menu. To apply the selected local time zone, click Enable
and click the Apply button. After a successful connection to the Internet, the router will retrieve

the correct local time from the SNTP server you have specified. If you prefer to specify an SNTP
server other than those in the drop-down list, simply enter its IP address in their appropriate blanks
provided as shown above. Your ISP may also provide an SNTP server for you to use.

Resync Period (in minutes) is the periodic interval the router will wait before it re-synchronizes the
router’s time with that of the specified SNTP server. In order to avoid unnecessarily increasing the
load on your specified SNTP server you should keep the poll interval as high as possible — at the
absolute minimum every few hours or even days. The default value is set at 1440 minutes.
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Firmware Upgrade

Iﬁnufium ation 3 mc‘ .

TFirmware Uparade

You may upgrade the system software on your network device.

After uparading, let your device restart with factory default settings or current settings.
(%) Factory Default Settings

) current Settings

Mew Firrmware Image |[ Brovise... |

Restart device with

[ Lpgrade ] [ Cancel ]

Your router’s “firmware” is the software that allows it to operate and provides all its functionality.
Think of your router as a dedicated computer, and the firmware as the software that runs in your

router. Thus, by upgrading the newly improved version of the firmware allows you the advantage to
use newly integrated features.

Factory Default Settings: If select this setting, the device will reboot to restore the parameters of all
its applications to its default values.

Current Settings: If select this setting, the device will reboot and retain the customized settings of
all applications.

Click on Browse to select the new firmware image file you have downloaded to your PC. Once the
correct file is selected, click Upgrade to update the firmware to your router.

®

DO NOT power down the router or interrupt the firmware upgrading while
it is still in process. Improper operation could damage the router.
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Backup / Restore

Iii onfiguration \ \ i\..ﬂ- .

TBackup | Restore
Allows you to backup the configuration settings to vour computer or restore configuration from your computer.

Backup Configuration
Backup configuration to your computer.

Restore Configuration

Configuration File ' '

Restare will overwrite the current configuration and restart the device. Ifyou want to keep the current configuration, please use the "Backup” first
to save current configuration

These functions allow you to save a backup of the current configuration of your router to a defined
location on your PC, or to restore a previously saved configuration. This is useful if you wish to
experiment with different settings, knowing that you have a backup in hand in case any mistakes
occur. It is advisable that you backup your router configuration before making any changes to your
router configuration.

Press Backup Settings to select where on your local PC you want to store your setting file. You
may also want to change the name of the file when saving if you wish to keep multiple backups.

Press Browse... to select a file from your PC to restore. You should only restore your router setting
that has been generated by the Backup function which is created with the current version of the
router firmware. Settings files saved to your PC should not be manually edited in any way.

Select the settings files you wish to use, and press Update Settings to load the setting into the
router.
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Restart

IConﬂguration u\}g .
: —

~ Restart
After restarting, please wait for several seconds to let the system come up.

0 : :
Restart device with {_! Factory Default Settings

(& Current Settings

Restart

There are 2 options for you to choose from before restarting the your 7800(N) device. You can
either choose to restart your device to restore it to the Factory Default Settings or to restart the
device with your current settings applied. Restarting your device to Factory Default Setting will be
useful especially after you have accidentally changed your settings that may result in undesirable
outcome.

After selecting the type of setting you want the device to restart with, click the Restart button to
initiate the process. After restarting, please wait several minutes to let the selected setting applied
to the system.

User Management

IConﬂguration u\}g .
: —

¥ User Management
Parameters

Username admin
0ld Password
Mew Password

Confirm Password

Cancel

In order to prevent unauthorized access to your router configuration interface, it requires all users
to login with a username and password. Therefore only system administrator can access the
system. It is highly recommended that you change your password upon receiving your router. The
default password is “admin”.

To change your password, simply enter the old password in the Old Password blank. Then enter
your new password in the New Password and Confirm Password blanks provided. When this is
done, press Apply to save changes.
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Firewall
Packet Filter

Packet filtering enables you to configure your router to block specific internal / external users (IP
address) from Internet access, or disable specific service requests (Port number) to / from the
Internet. This configuration program allows you to set up different filter rules for different users
based on their IP addresses or their network Port number. The relationship among all filters is “or”
operation, which means that the router checks these different filter rules one by one, starting from
the first rule. As long as one of the rules is satisfied, the specified action will be taken.

IConﬁgul ation . \ ' \.. .
-

T Packet Filter

Parameters

Rule Marme == | —-galect- M litype or gelect from listhox

Source IP address o | Source Port e

Destination IP address o Destination Port o

Protocal TZP w Cirection outgoing % | Action : Blocked

Add

. Saurce [P Source Fort L

Edit  Rule Mame . Frotocal e Direction Delete
Destination [P Destination Port
Ay Ay .

Default Any outgoing formward)

Ay Aty

Rule Name: User defined description for entry identification. The maximum name length is 32
characters, and then can choose an application that they want from the listbox.

Source IP address: This is an Address-Filter used to allow or block traffic from particular IP
address(es). Enter the IP range that you want to filter. If only the first IP block is filled, it means
only that IP entered will be targeted. If you leave both IP blocks empty, it means any IP address.

Destination IP address: This is an Address-Filter used to allow or block traffic to particular IP
address(es). Enter the IP range that you want to filter. If only the first IP block is filled, it means
only that IP entered will be targeted. If you leave both IP blocks empty, it means any IP address.

Source Port: This is the Port Range that defines the ports allowed by the Remote/WAN to
connect to the application. Default is set from range 0 ~ 65535. It is recommended that only
advance user is to configure this feature.

Destination Port: This is the Port Range that defines the port of the application.

Protocol: Specify the packet type (TCP, UDP, TCP/UDP) that the rule applies to. Select TCP if
you wish to search for the connection-based application service on the remote server using the
port number. Or select UDP if you want to search for the connectionless application service on the
remote server using the port number.

Direction: Determine whether the rule is for outgoing packets or for incoming packets.
Add: Click this button to add a new packet filter rule and the added rule will appear at the bottom

table.
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Edit: Check the Rule No. you wish to edit, and then click “Edit”.

Delete: Check the Rule No. you wish to delete, and then click “Delete”.

MAC Filter

A MAC (Media Access Control) address is the unique network hardware identifier for each PC on
your network’s interface (i.e. its Network Interface Card or Ethernet card). Using your router’s MAC
Address Filter function, you can configure the network to block specific machines from accessing
your LAN.

To filter a specific MAC address, enter the MAC address in the blank provided then press Add.

ICDnﬁguraliDn “}L{ .
i =

*MAC Filter
Parameters

MAC Address

The format of MAC address-- could be: XX XX: XX XX XXIXX OF XX-XX-XX-XX-XX-XX

Block WAN Ping

This feature is to be enabled when you want the public WAN IP address on your router not to
respond to any ping command.

To activate the Block WAN PING feature, check the Enable box then click the Apply button. This
feature is disabled by default.

IConﬁgumtion \ Q\t‘ .

*Block WAN PING
Parameters

Block YWAN PING (O Enable & Disable
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QoS

QoS helps you to control the data upload traffic of each application from LAN (Ethernet and/
or Wireless) to WAN (Internet). It facilitates you the features to control the quality and speed of
throughput for each application when the system is running with full upstream load.

IConﬁgul ation \ i\.— .
i -

T QoS

Parameters

Application - ' Rule Status -Enable v|
Frotocol _TCF'J'UDF' ¥| Direction outgaing
Source [P address - Source Port -
Destination IP address = Destination Port -~
DSCP Marking Dizahle v Priority High L

Add Editf Delete

Application: Assign a name that identifies the new QoS application rule.

Rule Status: You can choose to enable or disable rule status display from the drop down menu.
Protocol: Select the supported protocol from the drop down list.

Direction: Shows the direction mode of the QoS application.

Source IP Address: This is used to classify the traffic of a specific range of source IP address.
Enter the IP range that you want to classify. If only the first IP block is filled, only that IP will be
classified. If IP is left empty, it means classify any IP.

Destination IP Address: This is used to classify the traffic of a specific range of destination IP
address. Enter the IP range that you want to classify. If only the first IP block is filled, only that IP
will be classified. If IP is left empty, it means classify any IP.

Source Port: This is the Port Range that defines the ports allowed by the Remote/WAN to
connect to the application. Default is set from range 0 ~ 65535. It is recommended that only
advance user is to configure this feature.

Destination Port: This is the Port Range that defines the port of the application.

DSCP Marking: Differentiated Services Code Point (DSCP), it is the first 6 bits in the ToS byte.
DSCP Marking allows users to classify the traffic of the application to be executed according to
the DSCP value.

Note: Make sure that the router(s) in the network backbone are capable to execute and check
the DSCP throughout the QoS network.

Priority: The priority given to each policy/application. Its default setting is set to High. You may
adjust this setting to fit your policy / application.
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Example 1: Optimize Your Home Network with QoS

If you are actively engaged in using P2P and are afraid of slowing down internet access
throughput of other users within your network, you can thus use QoS function to set different
priorities for the different applications that members of your network will be using to avoid

bandwidth traffic from getting overloaded.

Therefore, in order to assign the priority status of each application, we must first create a new QoS
rule for each application.

The figures below show the different settings for assigning a High Priority status to Web Browsing,
Email send & receive.

For Web Browsing

QoS
Parameters
Application

Frotacal

Source IP address

Destination IP address

DSCP Marking

For Mail Sending

QoS
Parameters
Application

Frotocol

Source IP address

Destination IP address

DSCP Marking

For Mail Receiving

QoS
Parameters

Application

Frotocal

Source IP address

Destination IP address

DECP Marking

QoS Rules created

Edit Application

) HTTP

) BMTP

() POP3

Disable “

[SMTP
[TeP v

Default b

FOP3

TCF ¥

Disable o

Source P address
Destination IP address
Ay

Ay

Ay

Ay

Ay

Ay

Rule Status

Rule Status
Direction
Source Port
Destination Port

Priority

Fule Status
Direction
Source Port
Destination Port

Friarity

Rule Status
Direction
Source Port
Destination Port

Priarity

Source Port
Destination Port

Frotocol

Ay
a0
Ay
26
Ay
110

TCF

TCFR

TCF

Enahle

outgoing

a0

High

.Enahle
outgoing
25

Hiah

Enahle

outgoing

110

High

DSCP Marking

default

default

default

4

Priority  Delete

High ]
High O
High O



Example 2: Optimize Your Home Network with QoS

If you are running a lot of standard applications you cn just create a QoS rule that has its port
range set from 1 ~ 1024 and its priority set to High. This port range is defined in RFC and so it can
be used by all standard applications like FTP, Telnet, HTTPS etc.

QoS

Parameters

Application .standard Rule Status -Enahle W

Frotocal TCRILIDP » Direction outgoing

Source IP address | Source Port !

Destination IP address l Destination Port 1 ~ 1024

DSCP Marking Default w Friority High v

: o Source P address Source Port . o

Edit Applicatiaon Rule Status — Protacal —_— DSCP Marking Friarity  Delete
Destinatian IP address Destination Port
An Al

() standard Enable i TCPILUDR i default High [F]

3 Aty 1 ~1024

Example 3: Optimize Your Home Network with QoS

If you are only using a specific PC for the P2P application, you can create a rule that has a low

priority. In this way, P2P application will not congest the data transmission rate when there are
other applications present.

QoS

Parameters

Application P2P Rule Status |Enable

Frotocal TCRILIDP Direction outgoing

Source IP address 192.168.1.200 ol Source Port o

Destination IF address i Destination Port i

DSCP Marking Dizable w Priarity Lot v

: S Source IP address Source Port ) o

Edit Application Rule Status e Protocol e DSCP Marking Priority  Delete
Destination IP address Destination Port
182.162.1.200 An

) PZF Enable TCPIUDP ! dizahble Loy ]

E Any Ay
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Virtual Server

Virtual Server allows you to direct incoming traffic from WAN side (identified by Protocol and
External port) to the Internal server with private IP address on the LAN side. The Internal port is
required only if the external port needs to be converted to a different port number used by the
server on the LAN side.

In TCP and UDP networks a port is a 16-bit number used to identify which application program
(usually a server) incoming connections should be delivered to. Some ports have numbers that
are pre-assigned to them by the IANA (the Internet Assigned Numbers Authority), and these are
referred to as “well-known ports”. Servers follow the well-known port assignments so clients can
locate them.

If you wish to run a server on your network that can be accessed from the WAN (i.e. from other
machines on the Internet that are outside your local network), or any application that can accept
incoming connections (e.g. Peer-to-peer/P2P software such as instant messaging applications and
P2P file-sharing applications) and are using NAT (Network Address Translation), then you need to
configure your router to forward these incoming connection attempts using specific ports to the PC
on your network running the application. You also need to use port forwarding if you wish to host
an online game server.

Examples of well-known and registered port numbers are shown below, for further information,
please see IANA’'s website at: http://www.iana.org/assignments/port-numbers

Well-known and Registered Ports

Port Number Protocol Description
20 TCP FTP Data

21 TCP FTP Control

22 TCP & UDP SSH Remote Login Protocol

23 TCP TElnet

25 TCP SMTP (simple Mail Transfer Protocol)
53 TCP & UDP DNS (Domain Name Server)

69 UDP TFTP (Trivial File Transfer Protocol)
80 TCP World Wide Web HTTP

110 TCP POP3 (Post Office Protocol version 3)
119 TCP NEWS (Network News Transfer Protocol)
123 UDP NTP (Network Time Protocol)

161 TCP SNMP

443 TCP & UDP HTTPS

1503 TCP T.120

1720 TCP H.323

4000 TCP ICQ

7070 UDP Real Audio
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Port Mapping

ICom‘igul ation \ i\‘.. .
i -

T Port Mapping

Parameters

Application - | «<|--select- V-(t:.fpe ar gelect fram listhow
Protocol _TCF' ¥ External Port _ [ ~|
Internal IP Address 1821681, =z | --select- ¥ | {type or select from listhox)

Internal Port

Add

Application: Select the service you wish to configure.

Protocol: A protocol is automatically applied when an Application is selected from the listbox or
you may select a protocol type which you want.

External Port & Internal Port: Enter the public port number & range you wish to configure.

Internal IP Address: Enter the IP address of a specific internal server to which requests from the
specified port is forwarded.

Add: Click to add a new virtual server rule. Click again and the next figure appears.

Edit: Check the Edit radio button to display the parameter of the selected application, then after
changing the parameters click the Edit/Delete button to apply the changes.

Delete: To remove a port mapping application, check the Remove box of the selected application
then click the Edit/Delete button.

Since NAT acts as a “natural” Internet firewall, your router protects your network from accessed
by outside users, as all incoming connection attempts point to your router unless you specifically
create Virtual Server entries to forward those ports to a PC on your network. When your router
needs to allow outside users to access internal servers, e.g. a web server, FTP server, Emalil
server or game server, the router can act as a “virtual server”. You can set up a local server with
a specific port number for the service to use, e.g. web/HTTP (port 80), FTP (port 21), Telnet (port
23), SMTP (port 25), or POP3 (port 110). When an incoming access request the router for a
specified port is received, it is forwarded to the corresponding internal server.

For example, if you set the port number 80 (Web/HTTP) to be mapped to the IP Address
192.168.1.2, then all incoming HTTP requests from outside users are forwarded to the local server
(PC) with the IP address of 192.168.1.2. If the port is not listed as a predefined application, you
need to add it manually.

In addition to specifying the port number used, you also need to specify the protocol used. The
protocol is determined by a particular application. Most applications use TCP or UDP, however you
may also specify other protocols using the drop-down Protocol menu. Setting the protocol to “all”
causes all incoming connection attempts using all protocols on all port numbers to be forwarded to
the specified IP address.
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DMZ

The DMZ Host is a local computer exposed to the Internet. When setting a particular internal IP
address as the DMZ Host, all incoming packets that do not use a port number which is already
used by any other Virtual Server entries will first be checked by the Firewall and NAT algorithms
before it is passed to the DMZ host.

IConﬁguration L ‘!‘-&. -

*DMZ

Parameters

Internal IP Address | 2= |--zeloct- vJ' {type or select from listbox)

If you have disabled the NAT option in the WAN-ISP section, the Virtual Server will hence

become invalid. If the DHCP option is enabled, you have to be very careful in assigning the

IP addresses of the virtual servers in order to avoid conflicts. The easiest way of configuring

Virtual Servers is to manually assign static IP address to each virtual server PC, with an
Attention address that does not fall into the range of IP addresses that are to be issued by the DHCP

server. You can configure the virtual server IP address manually, but it must still be in the same

subnet as the router.
L o

”075, Since outside users are able to connect to the PCs on your network, port mapping utilization
El imposes security implications. You are therefore adviced to use specific Virtual Server entries
just for those ports that your applications require.
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Advanced
Static Route

With static route feature, you are equipped with the capability to control the routing of the all
the traffic across your network. With each routing rule created, you can specifically assign the
destination where the traffic will be routed to.

ICDnﬁguraiiDn u\}g .
- —

¥ Static Route
Parameters

Cestination Metmask Gateway Interface

Add Edit/ Delete

Destination: Enter the destination IP where the traffic is to be forwarded.
Netmask: Enter the netmask of the destination.
Gateway: Enter the gateway address for the traffic.

Interface: Select an appropriate interface for the new routing rule from the drop down menu.

Static ARP

This feature allows you to map the layer-2 MAC (Media Access Control) address that corresponds
to the layer-3 IP address of the device.

Iﬂnnfiqm ation A Q\;‘E .

T Static ARP
Parameters
IP Address ' ' MAC Address

IP Address: Enter the IP of the device that the corresponding MAC address will be mapped to.

MAC Address: Enter the MAC address that corresponds to the IP address of the device.
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Dynamic DNS

The Dynamic DNS function lets you alias a dynamic IP address to a static hostname, so if your
ISP does not assign you a static IP address you can still use a domain name. This is especially
useful when hosting servers via your ADSL connection, so that anyone wishing to connect to you
may use your domain name, rather than the dynamic IP address which is assigned to you by ISP.

You need to first register and establish an account with the Dynamic DNS provider using their
website, for example http://www.dyndns.org/

I Configuration Wc .
i _

T Dynamic DNS

Parameters

Dynamic DNS O Enable & Disable
Dynamic DMES Server

Wildcard Enahle

Domain Mame

Username

FPasswaord

FPeriod
Dynamic DNS Server: Select the DDNS service you have registered an account with.

Wildcard: When enabled, you allow the system to lookup on domain names that do not exist to
have MX records synthesized for them.

Domain Name, Username and Password: Enter your registered domain name and your
username and password for this service.

Period: Enter the length of the period in the blank, you can set the period unit in day (d), hour (H)
or minute (M).
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VLAN

VLAN (Virtual Local Area Network) is a group of devices on different physical LAN segments that
can communicate with each other as if they were all on the same physical LAN segment.

IColrﬁuuration i ‘\é .

*WVLAN
Parameters

Ethernet Port Link WLAN Group to WAN connection

WLAMN Group Mame Intarface

=
L
=

EWvAN  #4 #3

H
[
it

e (b 1 B 0 e 1 e |
e (e (10 [ D (e |
e (e (10 [ D (e |
e (e (10 [ D (e |
e (e (10 [ D (e |
e (e (00 e D (e |
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Example: IPTV Service Setting

I" ™

This example is only to illustrate how to connect an Ethernet port to STB (Set Top Box) in a way
to avoid IPTV traffic from affecting your home network. Nevertheless, the actual IPTV service

setting still depends on the one offered by your local service provider.
Attention

\ r

Go to Advanced mode > Configuration > WAN > WAN Profile. Add a new WAN profile using the
Pure Bridge protocol. Information should be provided by your local service provider.

Note: Description name should not contain any space.

*\WAN Profile

Parameters

Main Port ADSL = (Current Main Port: ADSL)

Protocol Pure Bridge hd

Description eV VPL/VCI 0 /35 Encap. method  LLC/SNAP-BRIDGING

When you finish configuring all WAN seftings, please click the 'Restart’ button for these changes to take effect.

Edit  Protocol Interface Description VPl  VCI  Encap. method MNAT IP Delete
@ PFPoE ppp_0_8 35 1 pppoe_0_8_35 1 ] 35  LLCI/ISNAP-BRIDGING Enable 0.0.0.0
Bridge nas_0_0_35 IPTV 0 35  LLC/ISMNAP-BRIDGING Disable /A

Then go to Advanced mode > Configuration > Advanced > VLAN. Then configure a port that will
use the IPTV application. The example below is a setting that illustrates that only Ethernet port #4
can connect to STB and use IPTV.

Note: The VLAN setting illustrated bridges both WAN Profile and the Ethernet Port 4 so that
the Ethernet port can connect to STB and get the IP directly from the IPTV Service Network.
Thus, Ethernet port 4 can no longer be used for internet access and WEB management.

TVLAN

Parameters
Ethernet Port

YLAMN Group Mame WLAN Link YLAMN Group to WAN Connection interface
EWAN  #4 #3 #2 #1

IPTV [ ¥ O O O O [¥Inas_0_0_35
= ] O O O O [[Inas_0_0_35
] O O [l O O [CInas_0_0_35
O O O O O [l [[Inas_0_0_35
[ [ = [ 0 0 [CInas_0_0_35
[ [ 0 ] ] [ [Flnas_0_0_35
0 ] [ ] ] E [Flnas_0_0_35
& & 0 ] &l [ [CInas_0_0_35
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Device Management

The Device Management advanced configuration settings allow you to control your router’s
security options and device monitoring features.

IConﬂguration ui\g .
: —

~ Device Management
Device Host Name
Host Mame home.gateway

Universal Plug and Play(UPnP)

UPnP (®Enabled O Disabled
UPRP Part [2800

UPNP offers peer-to-peer network connectivity for PCs and other network devices, along with the
feature to control data transfer between devices. UPnP offers many advantages for users running
NAT routers through UPnP NAT Traversal, and on supported systems. By letting the application
control the required settings and removing the need for the user to control the advanced
configuration of their device will make tasks such as port forwarding become easier.

Both user’s Operating System and its relevant applications must support UPnP in addition to the
router. Windows XP and Windows Me have a native built-in support for UPnP (when the
component is installed). Windows 98 users may have to install the Internet Connection Sharing
client from Windows XP in order to support UpnP feature. Windows 2000 does not support UPnP.
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Installing UPnP in Windows Example

low 4 bel nstall 4 0 Wind

Step 1: Click Start and Control Panel. Double-click Add/Remove Programs.

Step 2: Click on the Windows Setup tab and select Communication in the Components selection
box. Click Details.

Add/Remove Programs Properties E I

Install Uninstall  windows Setup I Startup Dizk I

To add or remove a component, zelect or clear the check bax. [f
the check box iz shaded. only part of the component will be
inztalled. To zee what's included in a component, click Details.

Components:

1 [E] Acoessibili 0.0ME =
.-'-\c:c:essories 13.8 MBE j
[EEh Address Book 1.5 MB

& Cormmunications 7.0 KB

E‘?‘f‘ Desktop Themes B9 MB LI
Space uzed by inztalled components: 4128 B
Space required: 0.0mMB
Space available on dizk: 2574.4 MB

Description

Includes acceszzoriez to help you connect to other computers
and online services.

5 of 9 components zelected
Hawve Disk... |

OFk. I Cancel I e [ I

Step 3: In the Communications window, select the Universal Plug and Play check box in the
Components selection box.

i

Toinstall a component, select the check box next to the
component name. of clear the check box if vou do not wank to
inzstall it & shaded box means that only part of the componsnt wil
be installed. To see what's included in a compaonent, click Detals,

Components:

¥ i NetMesting 42MB af

| @y Phone Disler 0.2MB

1 Universal Plug and Play

(521 Virtual Prvate Metworking 0.0MB
Space used by installed components: 42 4 MB
Space required: 0B
Space available on disk: BEE.3 MB
Description-

Urniversal Plug and Plap enables seambass connachivity and
communication between Windows and intelligent apphances.

[etals

oK Cancel
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Step 4: Click OK to go back to the Add/Remove Programs Properties window. Click Next.

Step 5: Restart the computer when prompted.

Follow the st low to install the UPnP in Windows XP.
Step 1: Click Start and Control Panel.
Step 2: Double-click Network Connections.

Step 3: In the Network Connections window, click Advanced in the main menu and select Optional
Networking Components ....

" Metwork Connections

Edit

File View  Favarites  Tools BfEEye=a8 Help

= Operator-Assisted Dialing
Ly 7 £ | # \ Dial-up Preferences. ..

address t:; Mebwork Conrections Mebwork Identification. ..

Bridge Connections

Metwork Tasks 0 Advanced Settings...
Optional Metworking Components. ..

B

Step 4: When the Windows Optional Networking Components Wizard window appears, select
Networking Service in the Components selection box and click Details.

Windows Optional Metworking Components Wizard

Windows Components
Y'ou can add or remove components of YWindows =P

To add or remove a component, click the checkbox. A shaded box means that anly
part af the companent will be inztalled. To see what's included in a companent, click
Details.

Components:

|I:| Eﬂ k anagement and Maonitaring Tools 22 MB
= 1 Metworking Services 1.3 kB

O Eg Other Metwork. File and Print Services 0.1 Me

Description:  Contains a varety of specialized, network-related services and protocaols.

Total disk space reguired: 0.0 B :
Dietails. .
Space avalable on digk: 11457 8 MEB kel

¢ Back [ M et ][ Cancel ]

Step 5: In the Networking Services window, select the Universal Plug and Play check box.

Step 6: Click OK to go back to the Windows Optional Networking Component Wizard window and
click Next.
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Hetworking Services

To add or remove a component, click the check box. & shaded box means that only part
af the companent will be installed. To zee what's included in a component, click Details.

Subcomponents of Hebworking Services:

Internet Gateway Device Dizcovery and Control Client 0.0MBE
O g Peerto-Peer 0.0 B
O] B RIP Listener 0.0 MB
[ g Sirmple TCP/IP Services 0.0 MB

&l UPrP Interface 0.2 ME

Dezcnption:;  Dizplays iconz in My Metwork Places for UPRP devices detected on the
nebwork. Alzo, opens the required YWindows Firewall paorts.,

Total disk space reguired: 0.0mB
Space available on dizk; 114553 ME

Dretails. ..

[ k. ] [ Cancel

Auto-discover Your UPnP-enabled Network Device

Step 1: Click start and Control Panel. Double-click Network Connections. An icon displays under
Internet Gateway.

Step 2: Right-click the icon and select Properties.

- -~ .
= MNetwork Connections

File

"J- Back 1_) |?: )ﬁ Search [I_ Falders v

Address |d}, Metwark Connections

Edit  View Favorites Tools  Advanced Help

~

Metwork Tasks

Ayl Create a new
conneckion

Set up a home or small
office network,

& Change Windows
Firewall settings

e_t_‘ Start this connection
@ Rename this connection

Change settings of this
conneckion

LAN or High-Speed Ir -

 Local Area Create Shortcut J
Connected, | . )
Lelere

il -3 MYIDTA nFDr;

Properties

Step 3: In the Internet Connection Properties window, click Settings to see the port mappings that
were automatically created.
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:

Internet Connection Properties

General |

Connect to the Intermet using:

‘:g Intemet Connection

Thiz connection allows pou to connect to the [nternet through a
zhared connection on another computer,

Settings. ..

[] 5how icon in notification area when connected

’ ak. ][ Cancel ]

Step 4: You may edit or delete the port mappings or click Add to manually add port mappings.

Advanced Settings

Services |

Select the services running on your network that Intemet users can
access.

Services
service]

SEmvice?
serviced

Service Settings

Descriphion of service:
iTesl

Mame or IP address (for example 192.168.0.12] of the
computer hosting this service on your nebwark;

|192.1se.1.11

Esternal Port number far thiz service;
143 @ TCP  UDP

Internal Port number for this service:
|1 43

Add. Edit: ! Delete ]

] % | Cancel

[ ok, H Cancel ]

Step 5: Select Show icon in notification area when connected option and click OK. An icon
displays in the system tray.

i Internet Connection is now connected |
Click here for more information. .

B a4IrM

4 wanpe - Paint

|

Step 6: Double-click on the icon to display your current Internet connection status.
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General
[mtemet Gateway
Status: Connected 05:50:45
Spesd: 576.0 Kbps
Activity
Intemet Intemet Gateway My Computer
Fackets Sent: 68,353 3,066,450
Feceived: 64,342 4.081.813

Web Configurator Easy Access

With UPnP, you can access web-based configuration for the BiPAC 7800(N) without first finding

out the IP address of the router. This helps if you do not know the router’s IP address.

Follow the steps below to access web configuration.
Step 1: Click Start and then Control Panel.
Step 2: Double-click Network Connections.

Step 3: Select My Network Places under Other Places.

" Helwork Lo el

: 3 ™ Local Area Connection 4
B Cresbe s rew conrection ‘Derasiring gl pddneas. B } hitwork ahle inok .-_I- ol F
? Sl up & bt or semal Iy MDA nForce MCP Nelwsorkin A C-Link
offion nebweark

i Charge Windoes Frawal
sattings

DFE-S30TY PCI Fast EL

@ Comtrol Pl

8 My Network Places
&) My Documants
W My Compuier

Step 4: An icon describing each UPnP-enabled device shows under Local Network.

Step 5: Right-click on the icon of your BIPAC 7800(N) and select Invoke. The web configuration

login screen displays.

Step 6: Right-click on the icon of your BIPAC 7800(N) and select Properties. A properties window

displays basic information about the BiPAC 7800(N).
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IGMP

IGMP, known as Internet Group Management Protocol, is used to manage hosts from multicast
group.

IConﬂguration u‘\g .
i -

T IGMP

Parameters

IGMP Proxy (O Enabled & Disabled
IGMP Snooping (O Enabled (& Disabled
Apply || Cancel

IGMP Proxy: IGMP proxy enables the system to issue IGMP host messages on behalf of the
hosts that the system has discovered through standard IGMP interfaces. The system acts as a
proxy for its hosts.

IGMP Snooping: Allows a layer 2 switch to manage the transmission of any incoming IGMP
multicast packet groups between the host and the router. Default is set to Disable.

Example:

When IGMP snooping is enabled, the feature will analyze all incoming IGMP packets between the
hosts that are connected to the switch and the multicast routers in the network. When the layer 2
switch receives an IGMP report from a host requesting for a given multicast group, the switch will
add the host's port number to the multicast list for that multicast group to be forwarded to. And,
when the layer 2 switch has detected that an IGMP has left, it will remove the host's port from the
table entry.
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TR-069 Client

Please contact you ISP for the information of TR069.

I{Zonﬁuulation u - .
i } - -

*TR-069 client

Parameters

Inform (O Enabled @ Disabled
Inform Interal 1300

ACS LIRL

ACS Llser Mame ad'min

ACS Password [TITYY

Connection Request Authentication

Connection Request User Mame aldmi_rl]

Connection Request Password LYY T

[Apply || GetRPCMethods |

Inform: You may enable or disable the periodic inform feature.

Inform Interval: Enter the length of the periodic inform interval (unit: seconds).
ACS URL: Enter the ACS URL address.

ACS User Name: Enter the ACS server login name.

ACS Password: Enter the ACS server login password.

Connection Request Authentication: Check off to enable connection request authentication
feature.

Connection Request User Name: Enter the username for ACS server to make connection
request.

Connection Request Password: Enter the password for ACS server to make connection request.

GetRPCMethod: Detect the types of methods that ACS supports and is in communication with.
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Remote Access
Remote Access Control: Select Enable to allow management access from remote side (mostly
from internet).

IConﬂguralion

¥ Remote Access

Parameters

Remote Access Control [] Enable
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Appendix: Product Support & Contact

If you come across any problems please contact the dealer from where you purchased your prod-
uct.

Contact Billion

Worldwide:

http://www.billion.com

MAC OS is a registered Trademark of Apple Computer, Inc.

Windows 98, Windows NT, Windows 2000, Windows Me, Windows XP and Windows Vista are registered
Trademarks of Microsoft Corporation.
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